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WARNING

This product has been designed to comply with the limits for a Class A digital device pur-
suant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against such interference when operating in acommercial environment. This equipment
generates, uses, and can radiate radio frequency energy, and if not installed and used in ac-
cordance with this guide, may cause harmful interference to radio communications.

Operation of this equipment in aresidential areaislikely to cause interference in which
case the user, at his or her own expense, will be required to take whatever measures may
be required to correct the interference.

Changes or modificationsto this device not explicitly approved by Lantronix will void the
user's authority to operate this device.

Cet appareil doit se soumettre avec la section 15 des statuts et reglements de FCC. Lefonc-
tionnement est subjecté aux conditions suivantes:

(2) Cet appareil ne doit pas causer une interférence malfaisante.

(2) Cet appareil doit accepter n'importé quelle interférence reiue qui peut causer uneopéra-
tion indésirable.



Contents

L1 INtrodUCTION . 11
1.1 MSSFamily FEALUIES ........cccceviriiieieirese et 1-1

L2 PrOtOCOIS ...c.eiveeeieeiesiesie ettt 1-3

G B = 1 0 SRR URRUUPTORPTORPUPRIN 1-3

1.4 ABout The ManUEIS........cccoiiiieee e 1-4

2. INStallation .....cooviii 2-1
2.1 COMPONENES. ....ueitirieeieeie ettt sbe e b e s e e eaeene e 2-1

2.2 Installation ProCeAUIE..........ccvvireirirese e 2-3

3: Getting Started..........uvueeiiiiiiiie e 3-1
3.1 Privileged USer STALUS.........ccceiveeeereriesieseeeeese s 31

3.2 1P Address Configuration ...........ccceererereneeeseseseseeeee s 32
3.2.1USiNg EZWEDCON........coieeiiiriiiiieeeereses e 32

3.2.2Using aWeb BrOWSES ........ccccoeeeerienieseeeesie e 33

3.23Using ARPand Ping.......ccccccevveeeieni e, 3-3

3.2.4Using aDHCP, BOOTP, or RARP Reply.......ccccveeeenee. 34

3.2.5Using the Serial CoNnsole........cccooveeeeerinesceceeeeee 34

3.31NCOMING LOGINS.....ceiviieiieiiitiriesieieesie s 35
3.3.1L0gIiN PaSSWOrd .........ccccoeeeirenierieeeenesiesiesee e 35
3.3.2Incoming TCP/IP LOGINS........cccoeieiereeeerieieeeeeesee e 3-6

3.3.3 Seria Port LOQINS......ccccecvevieieeeeese et 37

3.3.4 Remote Console LOgINS........ccccevcererniernie e see e e 37

3.4 Outbound CONNECLIONS ........eeiiieieeeeereesie e 3-8
BALTENE ... s 3-8

A2 SPX s 3-8

SASLAT e 3-8

1G53 oo o 1 | RS S 3-8

VS oY 0} 1T 1V 1 = 11 o] o PSSP PPPRRTRR 4-1
A1 OVEIVIOW.....tiieceeeieeie sttt sae et aeste e seenaessesaeeseeseessesneeeenes 4-1

4.2 Protocol CONfigUIation ..........ccoeeeerererienieesese s 4-1

4.2.1 TCP/IP Configuration..........cccceveeeeveveseeseseseseeseseenens 4-1

4.2.2 IPX (NetWare) Configuration ...........cccceeeeeveeeeeenesiennens 4-4

4.2.3 LAT Configuration........cccoeeveeveeseeseeseesieeneesseeeseeeneeenens 4-5

4.3 RS-485 CONfigUIatioN.......ccciverreeeeriinresieeeese e 4-6

4.3.1 TWO-WIr€ MOCE......cceiieieieie e 4-7

A.3.2 FOUr-WIT€ MOUE. ... 4-8



433 TRIMINGLTION. ...ceeeeeeee e eeee e e e e eeeeeeseeeeesaeaeeesans 4-9

4.3.4 A Note About RS-422 Networking ........ccccceveeveevennennne 4-9

4.4 Serial Port Configuration..........ccocoeeoererineneiesesesesreesese e 4-9
4.4.1 ACCESS MOME.......oceeeeecie ettt e 4-9

A 4.2 AULOSEAIT ..ottt s 4-10
4.4.3BaUd RELE.........ccoriieiciri et 4-10

4.4.4 Character Size, Parity, and Stop Bits.........ccccccceeeeinenene 4-11

445 FIOW CONEIOl ....o.eeeieie e 4-11

4.4.6 Modems and Modem Signaling.........ccoeeeeeeeeeenenennennns 4-11

A A7 LOQOULS ......oeoiriereereere et s 4-13

4.4.8 Preferred POrt SErVICE.......covvvieeeece e 4-14

4.4.9 Dedicated POrt SErVICE .......covvveeieeriresese e 4-14
4.5802.11 ConfigUIation......c.ccceeeieeiieiieiee e e et 4-14
4.5.1 Enabling 802.11 NetWOorking........cccoceveveveveriesieesiensnnns 4-15
4.5.2802.11 REJION.....ciieeeeeeieriesesie e see e eene e saeseenens 4-15

453 MAC AAUIESS.....ccceeieeieee ettt 4-16

4.5.4 Extended Service Set ID (ESSID) ......ccocvveievienirinienns 4-16

4.5.5 NetWOrk MOGE........cccooviiiireninieeesee s 4-17

4.5.6 Channel .......ccoiiiiiieeees e 4-17
5:USING the MSS.....ooiiii e 5-1
5.1 INCOMING CONNECLIONS......ccuevieeeeiiriente e 51
5.1.1 Socket CONNECLIONS .......ceeeeieiieiieie e 5-1

5,12 LAT CONNECLIONS.....cveuieiiriiriiniesieeeiesie st see s seenens 5-2

5.1.3 Connectingto the MSS..........cooeieieceeee e 5-3

WA o [0S 7N o o] o= o] 13O 53
5.3 C0ode EXAMPIES......coviieeriiierieeeesese e 5-3
5.4 Interactive CONNECLIONS .........cccvevvieeeere e seeee e 54
5.4.1 0utgoing CONNECLIONS.........ccervereeererierienieseeeeesie e 5-4

5.4.2 SeSSION CONLIOL .....cviiiieiieiiriesie et 5-6

5.4.3 Status Displays.......coceeevieeeeiiiesecce e 5-7

5.5 Serial TUNNEL ..o 5-9
5.5.1 TCP Configuration..........cccourerrermenerereseseeseeeseseseeseenens 5-9

5.5.2 UDP CoNfiguration.........cccourerermeieneneniesieseseseseeseeeens 5-10

5.6 MUItINOSE MOGE .....oeeeeie et 5-10
5.6.1 Enabling Multihost Mode..........ccccccvveeeeieieceeeecee, 5-11

B5.6.2 AddiNg HOSES ......ceeiiiiicicececeeece e 5-11

5.6.3 ReMOVING HOSES......ccoeiiiiiecee e 5-12

5.7 Modem Emulation Mode.........ccoiveeieniiieeeseeeee e 5-12
5.7.1 Modem Mode CommandsS..........cccevreeeeneneseereeseennnnns 5-13

5.7.2 Wiring REQUITEMENES.........ccovrerieierenesienieeeese s 5-14

5.8 COM POrt REAIFECLON ........cciieiieeeiriesieie s 5-14



A Contact INFOrmMation ...c..oee e A-1

A.1 Problem Report ProCedUIe.............ccoeieirinenieseeecesese e A-1
A.2 Full Contact INfOrmMation .........c.ccoevveeeieeneseeieeseseseee e A-1
B: Troubleshooting ... B-1
B.1 Power-up Troubleshooting.........ccceeuieieieeieieeiesie e B-1
B.2 DHCP TroubleshOoting........cccecveverierienee e see e see e seeesnee e B-2
B.3 BOOTP TroubleSN0OtiNg ........ccceerverreieereneriesieeeesesre e B-3
B.4 RARP TroubleSN0OtiNng........ccceeeirieriiieinese e B-3
B.5 TFTP TroubleShoOtiNg.........coveeeerieriinieeeesesiesieeeesese e B-4
B.6 Modem Configuration Checklist...........ccoviveeeveseieeie e B-5
B.7 Entering Commands at the Boot Prompt ...........ccccceeveveieieciennnn, B-5
LGS =1 [0 U | PP C-1
C.1 Ethernet CONNECLON .....ocveeeerieeieeeeeiesie e eee e nee e C-1
(O o O 0o 1S o) SO C-1
C.3 Serial CONNECLOIS....c.ceueeeirieiirieieieeie et C-2
D: Updating SOftware .........coovvvieeiiiiiiiee e D-1
D.1 ObtaiNiNg SOftWEIE........cceiieeeeririeseseeeeee s D-1
D.2 Reloading SOftWEI€........cc.coveiriiiiirieieeee e D-3
D.3 Troubleshooting Flash ROM Updates............covvreereneneneeienenes D-5
E: SPeCIfiCAtiONS ..ccoeiiiii e E-1
E.1 Power SPeCIfICaiONS.......ccccieeieeiieriecseeseesie et E-1
E.2 Environmental Information...........cccceeervierienn e E-1

Warranty Statement
Declaration of Conformity

Index






1: Introduction

The Lantronix M SS family of Universal Thin Servers allows you to network-enable a
variety of serial devices that were not originally designed to be networked: personal
computers, terminals, modems, industrial machinery, and more. Typically, an MSS
achieves this by providing a serial port on one end and either a 10BASE-T (MSSL1,
MS485, and MSSL.ite) or 10/100BASE-T (MSS100 and MSS-VIA) Ethernet I/O port on
the other end.

The MSS-VIA, the newest introduction to the MSS family, is actually a superset of

M S$485 and M SS100 technologies plus a PC card interface, which enablesthe MSS-VIA
to use avariety of technologies. When an 802.11 PC card isinstalled in the MSS-VIA PC
card slot, the MSS-VIA can link its attached seria deviceto your wireless LAN. In the
future, other PC cards will be supported.

Note:  For acurrent list of supported PC card technologies, please contact
Lantronix.

This manual assumes knowledge of the IEEE 802.11 Standard governing wireless
networking. If you are not familiar with wireless networking concepts and implementation,
please refer to the Standard or the documentation that came with your wireless PC card.

Throughout this manual, the MSS may be referred to asthe M SS or asthe Server.

1.1 MSS Family Features

O TCP/IPand UNIX Compatibility

The M SS supports a variety of TCP/IP features, including Telnet, Rlogin, UDP,
DNS, SNMP, WINS, FTP, DHCP, BOOTP, RARP, and HTTP.

0 Connectivity

The MSS connects serial devices directly to awired 10BASE-T or wireless 802.11
Ethernet network.

0 Easeof Use

The MSS-VIA has asimple but powerful command interface for both users and
system managers. The MSS L ocal mode supports command line editing, command
linerecall, and command completion. An extensive Help facility isincluded.

The EZWebCon utility (provided on the CD-ROM) allows you to configure the
MSS from a any host machine running the Java Virtual Machine (JVM). It also
allows remote host logins into the MSS-VIA, which are similar to Telnet and LAT
logins.

11
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The Lantronix ThinwWeb Manager, a set of HTML pages stored on the MSS-VIA,
allows you to configure server information via a JavaScript-enabled web browser.
For more information, see Web Browser Login and Configuration on page 3-6.

O Remote Configuration
The MSS-VIA can be logged into and remotely configured via a network login, a
Telnet login to the remote consol e port, EZWebCon, or aweb browser connection
tothe MSS-VIA’sinternal HTTP server.

O Context-Sensitive Help
Context-sensitive on-line help is available at any time. Y ou may type HEL P by
itself for overall help, HEL P <command> for help on a specific command, or a
partial command line followed by a question mark for help on what is appropriate at
that particular point.

Note:  Seethe MSS Reference Manual for more information.

0 Reloadable Operating Software
The MSS-VIA storesits operating code in Flash ROM, which meansthat it does not
have to download code at boot time. If necessary, you can upgradethe MSS-VIA’s
operating code to support additional features as newer code becomes available.
Also, you can configure the MSS-VIA to request adownloaded configuration file at
boot time.

O Security
The MSS-VIA includes several configurable security features:
O Automatic session logoutswhen aport isdisconnected or adeviceisturned off.

0 Password protection for privileges, ports, services, maintenance commands,
and the remote console.

0 An|P security table, which allows the Server manager to restrict incoming and
outgoing TCP/IP connections to certain ports and hosts. This allows managers
to restrict MSS-VIA accessto a particular local network segment or host.

O Diagnostics

Power-up and interactive diagnostics help system managers troubleshoot network
and serial line problems.

0 SDK Support

The M SS-VIA supportsthe Lantronix Software Devel oper Kit (SDK), which allows
users to customize the MSS-VIA and add functionality.

Note: The SDK does not allow users to configure custom PC card support.
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Introduction Protocols

1.2 Protocols

A network protocol isamethod of communicating over Ethernet (wired or wireless). Each
protocol specifies a certain arrangement of datain the Ethernet packets, and provides
different servicesfor its users. The M SS supports the following protocols:

o TCPIP

Support includes Telnet, Rlogin, UDP, DNS, and WINS. The Telnet terminal
protocol, supported on most UNIX systems, is an easy-to-use interface that creates
terminal connectionsto any network host supporting Telnet. Rloginisaprotocol that
allows usersto initiate a TCP/IP login session. UDP (User Datagram Protocol) isa
connectionless protocol that resultsin smaller packet headers, no session overhead,
and the ability to send to multiple hosts. The M SS also supports the use of Domain
Name Servers (DNS), allowing a network nameserver to translate text node names
into numeric | P addresses. For WINS support, the MSS can be configured to
announce itself asa WINS node.

The M SS also implements basic Simple Network Management Protocol (SNMP)
functionality. SNMP commands enabl e users, usually system administrators, to get
information from and control other nodes on alocal area network (LAN), and
respond to queries from other network hosts. The MSS allows configuration of one
community name with read/write access.

O IPX/ SPX (NetWare)
The M SS provides | PX/SPX accessto the serial device from NetWare and any other
IPX/SPX nodes. It allows users to download system files from NetWare hosts and
log into the MSS via NetWare for remote configuration.

The M SS supports all four NetWare frame types: Ethernet v2, Native mode, 802.2,
and 802.2 SNAP.

O Local AreaTransport (LAT)
LAT isaprotocol developed by Digital Equipment Corporation (DEC) for local
network connections and is supported on most DEC operating systems. The MSS

provides logins to remote hosts and host-initiated connections, as well as accessto
the MSS seria port from LAT hosts.

1.3 Terms

The following terms are used throughout this manual .

Host

A computer attached to the network. The term host is generally used to denotein-
teractive computers, or computers that people can log into.

1-3
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Local Mode

The MSS user interface. It isused to issue configuration and session management
commands and to establish connections. When in Local mode, users will see a
L ocal> prompt.

Node

Any intelligent device directly connected to the Ethernet network such as a host,
aprinter, or aterminal server. All nodes have their own Ethernet addresses. The
MSSis anode. Devices connected to the MSS are not nodes.

Server/server

Server, when capitalized, refersto your Lantronix M SS server product. When not
capitalized, it refers to a generic network server machine.

Session
A logical connection to aservice. A typical session isaterminal connected to a
host through the server.

1.4 About The Manuals

Therest of this documentation is divided into chapters as follows:
O Chapter 2, Installation, explains the MSS connectors and the installation process.

O Chapter 3, Getting Sarted, contai ns configuration information to get the unit up and
running. Read this chapter initsentirety, and be sureto configure the required items.

O Chapter 4, Configuration, contains additional configuration information.

0 Chapter 5, Using the MSS, contains information about how the MSS can be used in
different applications. Read this chapter to get the most out of using the M SSin your
situation.

0 Appendicesinclude Contact I nformation, Troubleshooting, Pinouts, Updating Soft-
ware, and Specifications. Read them as necessary.

0 The comprehensive Index can be used to find specific information.

The MSSReference Manual, located onthe CD-ROM in HTML and PDF formats, provides
the full MSS family command set as well as additional configuration information.
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2: Installation

This chapter covers the installation of the MSS-VIA in an Ethernet network and the
attachment of a PC card. Basic knowledge of networking installation isassumed. Read this
chapter completely before continuing.

2.1 Components

The MSS-VIA front panel hasamale DB9 seria console connector, areset button, and a
male DB25 seria connector.

Figure 2-1: MSS-VIA Front Panel

Console Serial
Reset

@ 00000 ® 000 0000000000000
0000 © © 560066066600000 | (O

DB9 Serial Reset DB25 Serial Port
Console Port  Button

Note:  When thereset button is pressed and held during the power up and
boot procedures, the MSSreturnsto its factory default configuration.

The MSS-VIA rear panel has an R}45 Ethernet connector, a PC card slot, and a power
connector.

Figure 2-2: MSS-VIA Rear Panel

10/100BaseT

D PC Card 12v DC

RJ45 Ethernet Port Type I/l PC Power Connector
Card Slot
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Five LEDs are located on the top of the unit. Table 2-1 explains their functions.

Table 2-1: MSS-VIA LEDs

LED Function
Serial Blinks green to indicate serial activity.
OK Blinks green or orange/yellow to indicate network activity.

Green: Network connection present
Orange/Yellow: Packets sent or received

PC Card Blinks yellow, green, or red to indicate PC card status:
Off: No PC card inserted
Red blinking: PC card not read or not supported
Red solid: PC card hardware failure
Yellow blinking: Scanning for Access Point (AP) or ad-hoc peer
Yellow solid: PC card identified, initialization in progress
Green blinking: Negotiating settings with AP or ad-hoc peer
Green solid: 802.11 link established, PC card ready for use

100 Glows green to indicate a 100 Mb Ethernet connection.

Link Glows green while the Server is connected properly to awired 10BASE-T
or 100BASE-T Ethernet network.

Note:  Although ared LED during boot mode usually signalsan error, red
LED patternsare part of the normal operation of the MSSand are not
necessarily indicative of errors or dangerous operation.
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2.2 Installation Procedure

The MSS can be used to network-enable serial devicesin either awired or awireless
network, as shown in the following figures.

Figure 2-3: Example Wired Network Layout
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Figure 2-4: Example Wireless Network Layout
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The MSS should be positioned close to the device it will be servicing. Since powering
down the unit will terminate any active sessions, it may be desirable to place the server in
alocation secure from user access. Also be aware of the unit’s environmental operating
limits and cabling requirements. See Appendix C and Appendix E for details.

When using awireless LAN PC card for the network connection, be sure to read the PC
card manual for specific placement and distance requirements.

The following diagram shows a properly-installed MSS. The numbersin the diagram refer
to the installation steps in this section.

Figure 2-5: MSS Connected to Serial Device and Network

S @ rec card

Twisted-Pair
Wireless

.

(to network),"

1 Connect the MSSto aseria device.

A Connect one end of aserial cabletothe MSS DB25 connector. See Appendix C
for MSS connector pinout information.

Y ou may want to connect a seria terminal to the MSS DB9 console port for the
first connection, both to ensure that your server isworking and to configure the
necessary network settings. The console port is permanently set for 9600 baud,
8 data bits, one stop bit, and no parity.

B  Connect the other end of the cable to your serial device' s serial port.
2 Connect the MSS to the network via one of the following methods.

0 Connect one end of atwisted-pair 10/100BASE-T cable to the Ethernet
network. Connect the other end of the cable to the RJ45 Ethernet port on the
back of the M SS.

Note:  Youmust usea 10/100BASE-T wired connection if youwish to perform
initial configuration via the network.

0O Insert aPC card into the MSS PC card dot. To see which PC cardsthe MSS
supports, see Appendix C.
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Note:

Any time you insert a PC card into the MSSPC card slot, you must
reboot the MSSso it can identify and initialize the card. Reboot the
MSS by removing and replacing the power cord.

3 Supply power to the MSS.

A
B

Connect the barrel jack end of the power cable to the MSS power jack.

Connect the power cube end of the power cable to a standard wall outlet.

When the M SS receives power, it will begin athree-step boot process.

O

Note:

Note:

O

The MSS runs through a set of power-up diagnostics for approximately five
seconds. TheOK and Serial LEDs should show varying patterns corresponding
to the test being run.

The Link LED should remain solid green once the unit has compl eted
booting, assuming there is a valid connection to an Ethernet network.

The M SStriesto obtain TCP/IP configuration information viaDHCP, BOOTP,
and/or RARP. This procedure takes approximately 20 seconds if no hosts
answer the request, and boot messageswill be sent to the console port. The OK
LED will blink green approximately three times per second, and occasionally
yellow as packets are sent and received.

For more information on BOOTP, RARP, or DHCP, refer to your
operating system' s documentation.

The MSS determines if the code in the Flash ROMsis valid. If so, it loads the
code and begins normal execution. This step takes approximately five seconds.

Once the MSSisrunning normally, the Link LED should be solidly lit to indicate
afunctioning Ethernet connection and the OK LED should blink once every two
seconds. The PC Card LED should remain lit aslong asthereis a PC card inserted
into the PC card dot.

4  Supply power to the serial device, if necessary.

5 Ensurethe MSSisworking. There are afew ways to check:

O

Wait for approximately 30 seconds after powering the unit up. If theLink LED
issolidly lit and the OK LED blinks green once every two seconds, the MSSis
operating normally.

If you have connected a serial terminal to the MSS DB25 or DB9 port, pressthe
Return key. You should see several lines of start-up messages followed by a
L ocal> prompt.

Ping the MSS from a TCP/IP host. For more instructions, see |P Address
Configuration on page 3-2.

Figure 2-6: Pinging the MSS

% pi ng nnn. nnn. nnn. nnn
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3. Getting Started

This chapter covers all of the steps needed to get the MSS on-line and working. There are
three basic methods used to log into the MSS and begin configuration.

O Incoming (Remote) Logins: EZWebCon is the preferred configuration method.
Users can also log into the MSS' internal HTTP server via a standard web browser.

O Serial Port Logins: Users can connect aterminal directly to the serial port, login,
and use the command line interface to configure the unit.

O Remote Console Logins: TCP/IP users can make a Telnet connection to the remote
console port (port 7000).

It isimportant to consider the following points before logging into and configuring the
MSS:

O The MSS IP address must be configured before any TCF/IP functionality is
available (see IP Address Configuration on page 3-2).

0 Connecting aterminal to the serial port or logging into the remote console port does
not automatically create privileged user status. Y ou must use the Set Privileged
command to configure the unit (see Privileged User Status on page 3-1).

O Only one person at atime may be logged into the remote console port (port 7000).
This eliminates the possibility of several people simultaneously attempting to
configure the MSS.

O Remote console logins cannot be disabled. The system manager will always be able
to access the unit.

O Only oneterminal at atime may be connected to the serial port (although in RS-485
mode, multiple terminals could be connected as slaves).

3.1 Privileged User Status

Many MSS commands require privileged user (superuser) status. For example, only the
privileged user can change server-wide or port-specific settings.

To become the privileged user, enter the following command. The default privileged
password is system. Any user logged into the M SS can become the privileged user.

Figure 3-1: Set Privileged Command

Local > SET PRI VI LEGED

Note:  Default passwords pose a security risk and should be changed as soon
as possible. Thisis especially true of the privileged password. 31
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If another user is currently the privileged user for the MSS, use the Set Privileged
Override command to forcibly becomethe privileged user. To relinquish privileged status,
enter the Set Noprivilege command.

The privileged password can be changed with the Change Privpass command. Specify a
new password of up to six alphanumeric characters.

Figure 3-2: Changing Privileged Password

Local > SET PRI VI LEGED
Passwor d> system (not echoed)
Local >> CHANGE PRI VPASS “wal rus”

3.2 |IP Address Configuration

Note:  When you set the | P address, you may also need to change the subnet
mask from the default configuration (255.255.255.0). See Subnet Mask
on page 4-2 for more information.

3.2.1 Using EZWebCon

Use the following steps to assign an | P address using the EZWebCon Expert Shell.
1 Fromthe Action menu, select Assign I P Address.
2 Enter or change the IP-related settings:

A For Ethernet Address, enter the number that appears on the bottom label of
your MSS.

For I P Address, enter the desired | P address to use for this MSS.

C For Subnet Mask, change the values provided only if you wish to use a mask
other than the default. The default value should be correct in most cases.

D For Loadhost, enter the IP address of the |loadhost where you intend to store
your operating code and SDK files (if used).

3 Click OK.

4  Reboot the MSS. EZWebCon will let you know whether the configuration was
successful.

Note:  If you have an older version of EZWebCon, refer to the Readme that
was included with it.
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3.2.2 Using a Web Browser

The ThinWeb Manager web browser interface can be used to change the IP address once
an initial |P address has been configured. The | P address can be changed from the Server
Properties subpage or the TCP/I P subpage. See Web Browser Login and Configuration on
page 3-6 for more information about the ThinWeb Manager.

3.2.3 Using ARP and Ping

The ARP/ping method is available under UNIX, Windows 95, and Windows NT. If the
MSS has no IP address, it will set its address from the first directed | P packet it receives.

Note:  The ARP/ping method only works during the first two minutes of MSS
operation. After two minutes, an alternate method must be used or the
MSS must be rebooted.

On aUNIX host, create an entry in the host’s ARP table and substitute the intended 1P
address and the hardware address of the server, then ping the server (See Figure 3-3). This
process typically requires superuser privileges.

Figure 3-3: Entering ARP and Ping (UNIX)

# arp -s 192.0.1.228 00: 80: a3: xx: XX: XX
% pi ng 192.0. 1. 228

For the ARP command to work on Windows, the ARP table on the PC must have at |east
one | P address defined other than its own. Type ARP -A at the DOS command prompt to
verify that thereis at least one entry in the ARP table. If thereis no other entry beside the
local machine, ping another IP machine on your network to build the ARP table. This has
to be a host other than the machine on which you're working.

Use the following commands to ARP the | P address to the M SS and make the MSS
acknowledge the | P assignment.

Figure 3-4: Entering ARP and Ping (Windows)

C:\ ARP -S 192.0.1.228 00-80- A3- XX- XX- XX
C:\ PING 192.0.1. 228

Note:  There should bereplies fromthe IP addressif the ARP command
wor ked.

When the M SS receives the ping packet, it will notice that its | P addressis not set and will

send out broadcasts to see if another node is using the specified address. If no duplicateis
found, the server will use the IP address and will respond to the ping packet.
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TheM SSwill not savethelearned | P addr ess per manently. This procedure isintended
as atemporary measure to enable EZWebCon to communicate with the server, or alow an
administrator to Telnet into the MSS. Once logged in, the administrator can enter the
Change | Paddr ess command to make the address permanent.

Figure 3-5: Changing the IP Address

%telnet 192.0.1.228
Trying 192.0.1.228

Lantroni x Version n.n/n (yymudd)
Type Help at the ‘Local _>" pronpt for assistance.

Ent er User name> gopher

Local > SET PRI VI LEGED

Passwor d> system (not echoed)

Local >> CHANGE | PADDRESS 192.0. 1. 228

Any host wishing to access the MSS will have to be told the MSS' s | P address.

3.2.4 Using a DHCP, BOOTP, or RARP Reply

A host-based DHCP, BOOTP, or RARP server can provideinformation for the M SSto use
to configure an I P address when the unit boots. See the host-based man pages for
configuration information. Keep in mind that many BOOTP daemons will not reply to a
BOOTP request if the download file namein the configuration file does not exist. If thisis
the case, create afile in the download path to get the BOOTP daemon to respond.

BOOTP and RARP are enabled by default onthe MSS. If you wish to disable them, usethe

Change BOOTP Disabled and Change RARP Disabled commands. To enable DHCP,
use the Change DHCP Enabled command.

3.2.5 Using the Serial Console

Connect aterminal to the seria console and pressthe Retur n key. Y ou will seethe L ocal>
prompt. Become the privileged user and enter the Change | Paddr ess command.

Figure 3-6: Entering the IP Address at the Local Prompt

Local > SET PRI VI LEGED
Passwor d> system (not echoed)
Local >> CHANGE | PADDRESS 192.0. 1. 228

3-4



Getting Started Incoming Logins

If the MSS encounters a problem with the Ethernet network, it will send an alert message
to the console and wait ten seconds to detect serial port activity before attempting to finish
booting. If you press akey during that time period, the MSS will display the Boot prompt
at which you can enter the Change | Paddr ess command to set the unit’s | P address.

Note:  For more information on Boot Configuration Program (BCP)
commands, see Appendix B: Troubleshooting.

3.3 Incoming Logins

Incoming Telnet loginsare enabled by default, and incoming LAT loginsare disabled. This
behavior can be changed with the Change I ncoming command and one of the following
parameters:

Telnet Enables Telnet logins

LAT Enables LAT logins

Both Enables both Telnet and LAT logins
None Disables Telnet and LAT logins

For security reasons, you may wishto disableincominglogins. If itisundesirableto disable
incoming logins, the MSS can be configured to require alogin password for incoming
connections with the Change Incoming command. Theincoming password feature can be
disabled with the Change I ncoming Nopass command.

3.3.1 Login Password

The login password is required for remote console logins and when the M SS password
protection feature is enabled. The default login password is access. To specify anew login
password, use the Change L oginpass command and specify a new password of up to six
alphabetic characters.

Figure 3-7: Changing the Login Password

Local > SET PRI VI LEGED
Passwor d> system (not echoed)
Local >> CHANGE LOGQ NPASS “badger”

Note:  Default passwords may pose a security risk and should be changed as
soon as possible. Thisis especially true of the privileged password.

Note: Thelogin password affects both serial ports.
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3.3.2 Incoming TCP/IP Logins

3.3.2.1 Web Browser Login and Configuration

If your MSS has an |P address, you can log into it using a standard web browser with Java
enabled. Simply type the MSS | P address or resolvable text name into the browser' sURL/
Location field.

Figure 3-8: Sample Web Browser Login

O

-

< A 4 2

Back Forward  Reload Horne Search

v Go To: &lbobmss
Once you have connected to the MSS, you will see the Lantronix ThinWeb Manager
interface. Use the left-hand menu to navigate to subpages where you can configure
important settings as well as view statistics and other server information.

Figure 3-9: ThinWeb Manager Interface

0 =———————— Netscape: Lantronix Thinweb Manager 1.0: Home
- -, - 1y
< A & - a = £ 2
Back Forward  Reload Horne Search  Metscape  Images Print  Security Stop
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.:| Location: & |http :# fbobmss /
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Tech Suppart 1 e
Homa
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Copyright @ 1999 Lantronix. Al rights resered

3.3.2.2 EZWebCon Login and Configuration

EZWebCon enables users on TCP/IP networks to log into and configure the MSS. The
program offers a simpleinterface that prompts the user for the information necessary to
configure the server. Instructions for installing, running, and using EZWebCon are
included on the CD-ROM.
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3.3.2.3 Telnet

Tologintothe MSS, type Telnet followed by the MSS I P address. The MSS must have an
IP address assigned in order for this command to work.

Figure 3-10: A Telnet Connection

|%te| net 192.0.1.88

3.3.2.4 Rlogin

Rlogin alows users to connect to a remote device as if they were on the local network.
Rlogin is enabled by default.

Figure 3-11: An Rlogin Connection

|%r|ogin 192.0.1.88

3.3.3 Serial Port Logins

Attach aterminal to the serial port and press the Return key. The L ocal> prompt should
be displayed. Proceed to the Configuration chapter to configure the unit using the
command lineinterface.

If thereisaproblem during the boot process, pressing any key will display the Boot prompt.
This prompt enables you to enter a specia set of commands, called Boot Configuration
Program (BCP) commands, which are discussed in Appendix B.

3.3.4 Remote Console Logins

The M SS enables usersto configure the server viaasingle Telnet connection to the remote
console port, designated as port 7000. Connections to the console port cannot be disabled.
This ensures that administrators will always be able to log into the port.

To connect to the remote console port, use the Telnet command followed by the MSS IP
address and the remote console port number. Y ou will have to enter the login password.
The default login password is access.

Figure 3-12: Connecting to the Console Port

% tel net 192.0.1.88 7000
Trying 192.0.1.88
Connected to 192.0.1. 88
Escape character is ‘"]’

# access (not echoed)

Lantroni x MSS Version n.n/n (yynmmdd)
Type Hel p at the ‘Local > pronpt for assistance.

Enter Usernanme> jerry 3.7
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3.4 Outbound Connections

When logged into the MSS, users can make basi ¢ outgoing connections using the methods
described in this section. See the MSS Reference Manual on the CD-ROM for more
information about incoming and outgoing connections.

Note:  Outgoing connections cannot be made via the same method as the
incoming connection was made.

3.4.1 Telnet

To start an outgoing Telnet session, type Telnet at the Local> prompt, followed by either
the host’s name or its numeric IP address.

Figure 3-13: Telnet Connection

|Local > TELNET 192.0.1.66

3.4.2 SPX

The M SS and the target device must advertise themselves via SAP announcements. To
view all available SPX devices (those advertising themselves), type Show Nodes SPX
at the Local prompt. Then type SPX followed by the target device’s SAP name.

Figure 3-14: SPX Connection

|Loca| > SPX sap_name

3.4.3 LAT

To connect to aLAT service, typetheword “LAT” followed by the name of the desired
host or service. To view available LAT nodes and services, enter Show Nodes LAT or
Show Services at the Local prompt. The example below shows how to connect to the
highest-rated service named “modem” on the network.

Figure 3-15: LAT Service Connection

|Local > LAT “nodent

3.5 Logout

To manually log out of the MSS, type L ogout or L ogout Port at the Local> prompt or
press Ctrl-D.

Figure 3-16: Logging out of the MSS

Local > LOGOUT
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4.1 Overview

Certain parameters must be configured before the M'SS can function in the network.
Although many users will prefer to use the EZWebCon graphical user interface, this
chapter explains how to configure the M SS via the command line interface.

Note: Instructionsfor using EZWebCon areincluded on the distribution CD-
ROM. EZWebCon also has on-line help to assist you with configura-
tion.

The command line interface allows usersto enter commands at the Local> prompt to
configure, monitor, and use the MSS. This chapter covers the more important M SS
commands, such as:

0 Protocol Configuration for TCP/IP, NetWare, and LAT protocols (page 4-1)

0 RS-485 Configuration, with a specia note on using the MSS in RS-422 applica-
tions (page 4-6)

0 Serial Port Configuration (page 4-9)
0 802.11 Configuration (page 4-14)
The full command set is discussed in detail in the MSS Reference Manual.
Note:  Toreturnto factory defaults, pressand hold the Reset button while cy-

cling power on theunit, or enter the Initialize Factory command at the
Local> prompt.

4.2 Protocol Configuration

4.2.1 TCP/IP Configuration

Note: Instructionsfor setting the MSSIP address are located in your Instal-
lation Guide.

42.1.1 IP Address

The IP address can be changed with the Change I PAddr ess command. For more
information, see Section 3.2 on page 3-2.

Figure 4-1: Changing the IP Address

Local >> CHANGE | PADDRESS 192.0. 1. 228

41
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42.1.2 Subnet Mask

IP networks can be divided into several smaller networks by subnetting. When a network
is subnetted, some of the host part of each addressis given to the network part of the
address. The subnet mask denotes how much, and allows the server to decide at connection
timewhether agiven TCP/IP host is part of thelocal network segment. All hosts must agree
on the subnet mask for a given network.

When you configurethe | P address, adefault subnet mask will be configured automatically.
This should work for most networks. If your network is divided into subnetworks, you will
need to create a custom subnet mask. Use the Change Subnet Mask command.

Figure 4-2: Setting the Subnet Mask

|Loca| >> CHANGE SUBNET MASK 255. 255. 255.0

4.2.1.3 Gateway

Usually, a TCP/IP internet is broken down into networks and subnetworks, and ahost is
only able to see the hosts on its own network. TCP/IP networks rely on routers, or
gateways, to transfer network traffic to hosts on other networks. Gateways are typically
connected to two or more networks and will pass or route TCP/IP packets across network
boundaries.

The M'SS can be told which hosts are the gateways for the local network. If no gateway is
specified, the M SSwill listen to network broadcasts from other gateways to decide which
hosts are acting as gateways. The command below tells the M SS which host isthe
preferred gateway.

Figure 4-3: Specifying a Gateway

Local >> CHANGE GATEWAY 192.0.1.73

Note: A secondary gateway can also be configured in case the primary gate-
way is unavailable.

If you do not wish to use a gateway, specify 0.0.0.0 as the IP address in the above
command. See Change Gateway in the MSS Reference Manual for more information.

4.2.1.4 Name Server

A TCP/IP host generally has an a phanumeric host name, such as Phred, in addition to its
I P address. For this reason, the M SS supports domain name servers (DNS). A DNSisa
host that can translate text host names into the numeric addresses needed to make a
connection. To specify adomain name server, use the following command:

Figure 4-4: Configuring a Nameserver

Local >> CHANGE NAMESERVER 192.0. 1. 67
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A secondary nameserver can aso be specified for use when the primary nameserver is
unavailable. See Change Nameserver in the MSS Reference Manual for more
information.

Note: If the MSScannot resolve a text host name, use the numeric | P ad-
dress.

The MSS also allows you to set a default domain name to be appended to any host name
for the purpose of name resolution. When a user types a host name, the M SS will add this
domain name and attempt the connection. Name checking appliesto any M SS commands
that require text name resolution, such as Telnet, Rlogin, and Ping. To set the default
domain, enter the Change Domain command followed by the desired domain namein
quotes

Figure 4-5: Configuring the Default Domain

Local >> CHANGE DOVAI N “xyzcor p. conf

Note:  Some nameserverswill not resolve host names that do not have a do-
main at the end.

4.2.1.5 IP Security

I P security allows the system administrator to restrict incoming and outgoing TCP/IP
sessions and access to the serial port. Connections are allowed or denied based upon the
source | P address (for incoming connections) or the destination | P address (for outgoing
connections).

IP security information can be added to the IP local host table. To add an entry, specify an
I P address and whether to allow (Enabled) or deny (Disabled) connections. For example,
the command bel ow disabl es outgoing connectionsfor all addresses between 192.0.1.1 and
192.0.1.254.

Figure 4-6: IP Security Command

Local >> CHANCE | PSECURI TY 192. 0. 1. 255 DI SABLED

Single addresses can also be specified. See Change | PSecurity in the MSS Reference
Manual for more information.

Toview the host table entries, enter the Show | Psecur ity command. To removean entry,
usethe Delete | PSecurity command followed by the | P address that you want to remove.

4.2.1.6 WINS

If WINSisenabled, theMSSwill broadcast a WINS name announcement at boot time, and
answer broadcast WINS name queries. Other hosts can locate the M SS thisway. The MSS
will rebroadcast whenever its | P address or name changes.

Figure 4-7: Enabling WINS

Local >> CHANGE W NS ENABLED

4-3



Protocol Configuration Configuration

4.2.1.7 SNMP

Once you enable an SNMP write community, you can configure the following things on
the MSS. Items marked with an asterisk (*) are saved to NVR.

RS232 M 1B: PortinSpeed* (also changes PortOutSpeed)
PortOutSpeed* (also changes PortlnSpeed)
PortinFlowType* (also changes PortOutF ow-
Type)
PortOutFlowType * (aso changes PortlnFlow-
Type) _
AsyncPortBits*
AsyncPortStopBits*
AsyncPortParity *
AsyncPortAutobaud*

Character MIB: PortName
PortReset
PortinFlowType
PortOutFlowType
PortSessionM aximum
SessionKill.

4.2.2 IPX (NetWare) Configuration

Four NetWare settings can be configured: routing and encapsulation parameters, the
internal network number to usefor internal routing, and the NetWare | oadhost to use at boot
time.

4.2.2.1 Routing and Encapsulation

Thefirst layer of an IPX Ethernet packet isthe frametype. It includes routing information.
By default, the MSSiis configured to route packets of all four NetWare frame types.

If more than one frame typeisin use on the LAN, the MSSwill advertiseitself asarouter
to the network using its internal network number. This behavior allows nodes and
fileserversto access the M SS regardless of the frame type being used.

The MSS can be restricted to asingle frame format, in which caseit will not need routing
wﬁport. Two commands control this behavior: Change NetWar e Routing and
Change NetWar e Encapsulation.

0 Change NetWar e Routing enables or disables the use of the internal network
number. By default, internal routing is enabled.

Note: If two or more frame types are enabled, internal routing must be en-
abled. To see which frame types are enabled, enter the Show Net-
Ware command.

0 Change NetWare Encapsulation controls which of the frame types are used. The
choicesareEther_l1, Native, 802_2, and SNAPwhich providefor Ethernet v2, 802.3
Native mode, 802.2, and 802.2 SNAP encapsulation types.
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Figure 4-8 displays an example routing and encapsul ation configuration. The 802.3 Native
mode and 802.2 SNAP frame types are enabled, while Ethernet v2 and 802.2 are disabled.
Because more than one frame type is enabled, internal routing must also be enabled.

Figure 4-8: Enabling Selected Frame Types

Local >> CHANGE NETWARE ENCAPSULATI ON NATI VE ENABLED
Local >> CHANCGE NETWARE ENCAPSULATI ON SNAP ENABLED
Local >> CHANGE NETWARE ENCAPSULATI ON ETHER_2 DI SABLED
Local >> CHANGE NETWARE ENCAPSULATI ON 802_2 DI SABLED
Local >> CHANGE NETWARE ROUTI NG ENABLED

4.2.2.2 Internal Network Number

Theinterna network number is used when internal routing is enabled, and must be unique
in the network. When addressing I PX packetsto afile server, devices use the file server’s
internal network number as the destination address.

The internal network number for the MSSis a four-byte number that defaults to the last
four bytes of the unit’s Ethernet address (for example, a3001234). It is unlikely that this
number will need to be changed.

Note:  If you change the internal network number, reboot the MSS

4.2.2.3 Loadhost

A loadhost is a NetWare fileserver that the M SS will try to load from if an I nitialize
Reload command is entered. If the software [oadfile or loadhost address changes, you will
have to change the configured parameters for the next reboot. For the following example,
the loadhost is phred, and the name of the loadfileis“MSSVIAX.SYS".

Figure 4-9: Changing the NetWare Loadhost

Local _2>> CHANGE NETWARE LQOADHOST phred
Local _2>> CHANGE SOFTWARE sys: | ogi n/ MSSVI Ax. SYS

4.2.3 LAT Configuration

Three LAT parameters can be configured for the MSS: the server’ s identification string,
its service group list, and itsinternal circuit timer.
4.2.3.1 Server Identification

The M SS has a default name that it uses when announcing itself to the LAT network
(MSS_x00xxx where xxxxxx representsthe last six characters of its hardware address). Users
can change the name. Users can also configure a more descriptive identification string.

Figure 4-10: LAT Name and Identification

Local > CHANGE NAME “Bi 05”
Local > CHANGE LAT | DENTI FI CATI ON “Bi ol ab 2~
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4.2.3.2 Service Groups

A serviceis any resource on the network that can be accessed locally or via a network
connection, such as amodem. The M SS serial port and the services on the network each
belong to one or more service groups. When a user or device requests a connection to a
service, the LAT host will check the service groups to which both the requester and the
service belong. If any group number is common to both, the connection attempt will
continue. If not, access will be denied.

The Change LAT Groups command establishes group numbers for the MSS and its
seria port.

Figure 4-11: Changing Service Groups

Local >> CHANGE LAT GROUPS 1, 7, 13, 105, 210- 216

Note:  Each timethe Change LAT Groups command is entered, the previous
group list is replaced.

4.2.3.3 Circuit Timer

Message transmission on LAT networks is controlled by timers. The M SS circuit timer
specifies when messages will be sent from the server to other network nodes. This timer
valueis set to awidely-used default at the factory and should not need to be changed.

If you need to change the length of the circuit timer, use the Change LAT CircTimer
command followed by atimer value integer. The timer value can range from 30 to 200
milliseconds.

Figure 4-12: Changing Timer Delay

|Local >> CHANGE LAT Cl RCTI MER 50

4.3 RS-485 Configuration

The configuration instructions in this section apply only to the MSS-VIA. If you have an
M SS-485, which uses jumpers for configuration, consult your Installation Guide for
configuration instructions.

The RS-485 standard allows a serial connection to be shared like a*“party line.” As many
as 32 devices can share the multidrop network. Typicaly, one deviceisthe master and the
other devi cesﬁs areslaves. Thereare afew important thingsto note about RS-485 networking
with the MSS.

O The MSS can be used in either two-wire or four-wire mode. Refer to the following
sections to determine which mode to use.

0 The maximum RS-485 network cabling length (without repeaters) is 4,000 feet.
Lantronix recommends the use of shielded twisted-pair cabling.
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Note:  Alarge number and variety of protocols run over RS-485. However,
the MSS does not convert or interpret serial data. It only moves data
between serial and Ethernet. Any RS-485 protocol will haveto be im-

plemented by host software. See Appendix C for information about
the RS-485 DB25 connector .

To enable RS-485 mode on the M SS, enter the Change RS485 Enabled command. RS-
232 mode is enabled by default.

Figure 4-13: Enabling RS-485 Mode

|Local > CHANGE RS485 ENABLED

4.3.1 Two-wire Mode

In two-wire mode, the M SS operatesin half duplex: one pair of wires shares transmit and
receive signals, and an optional third wire can be used for shield/ground. The main
advantage of using two-wire modeis reduced cabling costs.

Figure 4-14: Example Two-wire Mode Network

Shield Shield

Shield
TXA
TXB

Master sh sh sh Slave
(MSS) ™| Se ] x| >8] x| >8]
B B B
RX A RX A RX A
Sh Sh Sh
Slave Slave Slave

On atwo-wire RS-485 network, the M SS must turn its transmitter on when it isready to
send data and then off a certain period of time after the data has been sent so that the line
isavailable to receive again. At most baud rate settings, the timing delay istypically one
character length with a maximum of 1.5 character lengths.

Figure 4-15: Enabling Two-Wire RS-485 Mode

Local > CHANGE RS485 MODE 2W RE

Note:  For two-wire mode, the TXDrive setting must be set to Automatic (see
TXDrive on page 4-8). If you enable two-wire mode and TXDriveis
set for Always, the MSSwill return an error.
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4.3.2 Four-wire Mode

In four-wire mode, the M SS operates in full duplex: one pair of wires functions asthe
transmit pair, another pair of wiresfunctionsasthereceivepair, and thereisashield/ground
wirefor each pair. In afour-wire RS-485 network, one device acts as master while the other
devices are daves.

Figure 4-16: Example Four-wire Mode Network

Shield Shield
TXA RXA—
28 TXB RXB RX
RXB TXB
X RXA TXA Tx
Shield— : ‘ Shield
Master Slave
(MSS) sh sh
A A
X B X B
B B
RX A RX A
Sh Sh
L1 LI
Slave Slave Slave

It isimportant to connect the transmitter of the master device to the wire that is connected
to thereceive terminals on the dlave devices, and connect the receiver of the master device
to the wire that is connected to the transmit terminals on the slave devices. In essence, the
master device will be connected to the slave devices with a swapped cable.

In four-wire mode, the MSSis able to send and receive data simultaneously. The
advantages of four-wire mode are double the throughput of two-wire mode and a
guaranteed open path to each slave device' sreceiver.

Figure 4-17: Enabling Four-Wire RS-485 Mode

|Local > CHANGE RS485 MODE 4W RE

4.3.2.1 TXDrive

The MSS-VIA can be configured to always drive the TX (transmit) signal, or tri-state
(transmit, receive, or ignore) when not actively transmitting. The Change R$485
TXDrive command takes one of two parameters. The Always parameter setsthe M SSfor
continuous TXDrive, both high and low. The Automatic parameter setsthe M SS for
TXDrive only when transmitting.

Figure 4-18: Changing TXDrive

Local >> CHANGE RS485 TXDRI VE AUTOVATI C

Note:  You can only set TXDrive for Always when using four-wire mode. It
has no effect for two-wire mode.



Configuration Serial Port Configuration

4.3.3 Termination

RS-485 connections must be terminated properly in order to work. Termination is
necessary when using long cable runs, although only end nodes should be terminated.

Figure 4-19: Enabling RS-485 Termination

|Local > CHANGE RS485 TERM NATI ON ENABLED

4.3.4 A Note About RS-422 Networking

The MSSis compatible with RS-422 networks in four-wire RS-485 mode. Connect the
M SSto asingle slave device using a swapped cable, as shown below, and configure the
MSS asif you were going to use it for four-wire RS-485 networking.

Figure 4-20: RS-422 Connection

Shield Shield
TXA RXA
™ TXB RXB RX
RXB TXB
R RXA TXA IS
Shield Shield
Master Slave
(MSS)

4.4 Serial Port Configuration

The serial ports are set at the factory for 9600 baud, 8 data bits, one stop bit, and no parity.
These and other serial port features can be customized only on the full-featured (generally
DB25) M SSserial port as shown in the following sections. Remember that ports should be
logged out after configuration.

Note:  Serial console port default settings are the same, but they cannot be
changed.

4.4.1 Access Mode

The serial port access mode governs which connections the port can accept. L ocal access
permits local logins on the serial port. Remote access allows network hosts to connect to
the M SS serial port. Dynamic access (the default) allows both local and remote access. To
change the serial port’s access mode, enter the Change Access command.

Figure 4-21: Changing Serial Port Access Mode

Local >> CHANGE ACCESS LOCAL
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4.4.2 Autostart

Normally, the serial port will wait for a carriage return before starting a connection. When
the Autostart option is enabled, the M SSwill establish a connection as soon asit boots (or
if modem control isenabled, as soon asthe DSR signal isasserted). To control thisfeature,
enter the Change Autostart command.

Figure 4-22: Enabling Autostart

|Local >> CHANGE AUTOSTART ENABLED

A port set for Autostart will never be idle, and therefore will not be available for network
connections. If network connections are desired, Autostart should remain disabled (the
default).

Autostart can also be triggered by a specific input character. There is no default Autostart
character, you will have to configure one. For example, when using Modem Emulation
Mode, you may want to use A so that Autostart will happen as soon asan AT modem
command is entered. See Enabling Modem Mode on page 5-12 for more information.
Keep in mind that when you configure an Autostart character, you can no longer use <CR>
to get to the Local> prompt.

Figure 4-23: Configuring an Autostart Character

|Local >> CHANGE AUTOSTART CHARACTER “A”

4.4.3 Baud Rate

The M SS and attached serial device, such asamodem, must agree on aspeed or baud rate
to use for the serial connection. Valid baud rates for the M SS are 300, 600, 1200, 2400,
4800, 9600 (the default), 19200, 38400 (the MSSLite's maximum), 57600, 115200 (the
MSS1’'s maximum), and 230400 baud. The baud rate can be changed with the Change
Speed command followed by abaud rate number.

Figure 4-24: Changing the Baud Rate

|Local >> CHANGE SPEED 19200

The M SS supports Autobaud, which allowsthe serial port to match its speed to the attached
serial device upon connection (see Change Autobaud in the MSS Reference Manual
for an explanation of the baud rate negotiation process). Autobaud is disabled by default,
but can be enabled with the following command.

Figure 4-25: Enabling Autobaud

Local >> CHANGE AUTOBAUD ENABLED
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4.4.4 Character Size, Parity, and Stop Bits

The default character size of 8 databits can be changedto 7 databits. Similarly, the default
stop bit count of 1 bit can be changed to 2 bits. Parity is normally None, but can also be
Even, Mark, Odd, or Space. To change these parameters, use the following commands:

Figure 4-26: Configuring Serial Port Parameters

Local >> CHANGE CHARSI ZE 7
Local >> CHANGE STOPBI TS 2
Local >> CHANGE PARI TY EVEN

4.4.5 Flow Control

Note: RTSCTSFlow Control is not availablein RS-485 mode.

Both RTS/CTS (hardware) and X ON/X OFF (software) flow control methods can be used
onthe MSS. RTS/CTS controls data flow by sending serial port signal's between two
connected devices. XON/XOFF controls data flow by sending particular characters
through the data stream: Ctrl-Q to accept data (XON) and Ctrl-S when data cannot be
accepted (XOFF).

Note:  Applicationsthat use Ctrl-Q and Ctrl-Swill conflict with XON/XOFF
flow control, in which case RTYCTSis recommended.

To switch between flow control methods, use the Change Flow Contr ol command
followed by the preferred method. If you do not wish to use flow control at all, specify
None.

Figure 4-27: Enabling Recommended Flow Control

Local >> CHANGE FLOW CONTROL CTSRTS

If you' re using X ON/X OFF flow control, the XON/X OFF characterswill be removed from
the data stream by default. To prevent this removal, the Passflow option can be enabled.
However, passflow is unnecessary in most situations. See the Commands chapter in the
MSS Reference Manual for more information.

4.4.6 Modems and Modem Signaling

The following sections explain some of the M SS options that are typically considered to
be modem-related. They do not apply exclusively to modems, but to communications
devicesin general. Most options are mutually exclusive when enabled.

Note: Modem Emulation Maode, inwhich the MSSactslikeamodemand only
accepts AT modem commands, is discussed in Chapter 5.

After configuring modem-related settings, refer to the Modem Configuration Checklist
on page B-5.
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4.46.1 Modem Control

If aconnection has ended, the M SS should be ableto log out the port and prepare to accept
anew connection. Similarly, if no connection is open, the M SS should know to ignore
spurious characters from the port and only accept valid connection attempts. The M SS can
do both of these when modem control is enabled. Modem control implies three things:

0 DSRLogout enabled, meaning the M SSwill log out the port when DSR is dropped.

0 DTR wiggle on logout, meaning the MSSwill hold DTR low for approximately 3
seconds after the port islogged out.

O No Autostart until the attached device asserts DSR.
To enable modem control, enter the Change M odem Control command.
Figure 4-28: Enabling Modem Control

|Local >> CHANGE MODEM CONTROL ENABLED

4.4.6.2 Signal Checking

The MSSusesthe Data Signal Ready (DSR) input signal to decideif thereisavalid device
connection. When M SS signal checking is enabled, the MSSwill check for the presence
of aDSR signal before allowing incoming connections. Remote (network) connections to
the serial port will not be permitted unlessthe DSR signal isasserted. To enable DSR signal
checking, use the Change Signal Check command.

Figure 4-29: Enabling Signal Checking

|Local >> CHANGE S| GNAL CHECK ENABLED

4.4.6.3 DSRLogout
Note: DSRLogout is not available in RS-485 mode.

When a connection is lost, the M SS should log out the port and close any sessions. If it
does not do so, security problems may result when the next user logsin.

When a device connected to the M SSis disconnected or powered off, the DSR signal is
de-asserted. The M SS can be configured to automatically log out the port when this occurs
using the Change DSRL ogout Enabled command. This aso prevents users from
accessing other sessions by switching terminal lines.

Figure 4-30: Enabling DSRLogout

|Loca| >> CHANGE DSRLOGOUT ENABLED
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4.4.6.4 DTRWait
Note: DTRWait isnot available in RS-485 mode.

Spurious characters from the modem may beinterpreted as a user login, which could cause
the port to be unavailable for connections. To avoid this behavior, the M SS uses the Data
Transmit Ready (DTR) output line to signal the serial device that a connection is possible
or acceptable.

Normally DTR will be asserted when the port isidle, which allows devices to answer an
incoming connection; many deviceswill not do so unless DTR is asserted. The DTRWait
feature keepsthe M SS from asserting DTR until the port is actually in use (whether dueto
alogin or anetwork connection). To control DTRWait, use the CKange DTRWait
command.

Figure 4-31: Enabling DTRWait

Local >> CHANGE DTRWAI T ENABLED

The MSSwill generally assert DTR when a connection begins and de-assert DTR when
the connection ends.

4.4.7 Logouts

In addition to DSRL ogouts, the port can be manually logged out, or it can be configured to
automatically log out when it has been inactive for a pre-determined length of time. To
manually log out of the MSS, type L ogout at the Local> prompt, or press Ctrl-D.

Figure 4-32: Logging out of the MSS

Local >> LOGOUT

Tolog out the port after aspecified period of inactivity, usethe Change I nactive L ogout
command. This command works in conjunction with Change I nactive Timer, which
defines how long a port must remain idle before it is automatically logged out.

For example, to make the M SS log out the port after two minutes of inactivity, use the
following commands. Theinactivity logout timer period can be specified in seconds (s) or
minutes (m). For example, changing 1m in the example to 60s produces the same results.

Figure 4-33: Enabling Timed Inactivity Logout

Local >> CHANGE | NACTI VE LOGOUT ENABLED
Local >> CHANGE | NACTI VE TI MER 1m
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4.4.8 Preferred Port Service

A default host for a port can be defined using the Change Pr eferred command. The
M SS attempts to use the preferred host for connections when no service nameis specified
in a connection command.

Figure 4-34: Defining a Preferred Service

|Local >> CHANGE PREFERRED TCP 192.0. 1. 66

4.49 Dedicated Port Service

A dedicated host can also be defined for a port using the Change Dedicated command.
A dedicated port automatically connects the user to the specified host; they cannot return
}\(/)I Isogal mode. When the connection is closed, the user is automatically logged out of the

Figure 4-35: Defining a Dedicated Service

Local >> CHANCE DEDI CATED TCP 192.0. 1. 66

Environment strings can be added to the command to change connection characteristics.
See the Change Dedicated command in the MSS Reference Manual for more
information.

4.5 802.11 Configuration

The following parameters should be configured only if you are using the M SS for 802.11
wireless Ethernet networking and haveinstalled awirelessLAN PC card into the M SS PC
card slot. In the United States, the M SS should work out of the box with its default 802.11
settings, and settings can be changed as needed. For other countries, users must set the
Region before 802.11 functionality will be available. See Section 4.5.2 on page 4-15 for
more information.

This section assumes that you understand | EEE 802.11 concepts and architectures. If you
do not, please refer to the |EEE 802.11 Standard or the documentation that came with your
PC card or Access Point (AP).
The following acronyms are used in this section:
AP Access Point, adevicethat relays communications between one or
more wireless devices and possibly other devices on a network.
APs are usually connected to a physical network.

BSS Basic Service Set (or Cell), agroup comprising one or more APs
and their associated wireless devices.
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Figure 4-36: Simple Wireless Network BSS

ESS Extended Service Set, anetwork consisting of two or more BSSs.
An ESS can contain multiple APs.

IBSS Independent Basic Service Set, aBSSwith no APs. Deviceswork
in an ad-hoc networking mode.

4.5.1 Enabling 802.11 Networking

To usethe MSSin an 802.11 network, you must enable wireless networking. This will
allow the M SS to check for a compatible wireless networking PC card at startup. If a
compatible card is present, the M SSwill enable wireless networking at the L ocal> prompt
and ignore the 10/100BASE-T Ethernet interface. If no compatible PC card is present, the
MSSwill use the 10/100BASE-T Ethernet interface.

Figure 4-37: Enabling 802.11

Local >> CHANCE 80211 ENABLED

Note:  Youmust reboot after enabling 802.11, and you must enter the Change
80211 Reset command after changing any of the other settings listed
in this section.

4.5.2 802.11 Region

When using 802.11 networking, you must configure the regulatory region under which you
will operate the M SS. Configuring this option incorrectly may cause the M SS to broadcast
on frequencies that areillegal in your area. The factory default setting is correct for the
United States; usersin other countries should changeit to avalue appropriate for their area
before attempting 802.11 operation.

Figure 4-38: Setting the 802.11 Region

Local >> CHANCE 80211 REG ON I C
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Recognized values are:

FCC United States (the default)
IC Canada
ETSI Europe (most countries - check with your local

regulatory body to make sure that the entire
ETSI frequency range is alowed in your area)

SPAIN Spain
FRANCE France
MKK Japan

45.3 MAC Address

A MAC addressis aunique identifier that distinguishes different devices on the 802.11
network. It is the same as the unit’s hardware address.

For networking purposes, the MSS-VIA can be configured to use either the PC card’s
MAC address or its own internal MAC address (the default) with the Change 80211
MACADDRESS command. Using the MSS MAC address allows for more seamless
operation when switching between wired and wireless networking.

Figure 4-39: Configuring the MAC Address

Local >> CHANGE 80211 MACADDRESS CARD
or
Local >> CHANGE 80211 MACADDRESS MsS

4.5.4 Extended Service Set ID (ESSID)

Whenever there is more than one ESS in awireless LAN architecture, devices need to be
told which ESSthey belong to. The ESSID ensuresthat devices communicate with theright
AP.

Totell the M SS-VIA what ESSit belongsto, enter the Change 80211 ESSI D command.
The exact string you enter will be determined by the settings of the AP with which you want
the MSS-VIA to communicate.

Figure 4-40: Configuring the ESS ID

Local >> CHANCE 80211 ESSID “fl oor 3”

Y ou can enter an empty string (“*) to associate the MSS-V I A with the AP that givesthe
strongest signal, or when there isonly one AP available.
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455 Network Mode

There are two types of 802.11 networks: ad-hoc and infrastructure. In an ad-hoc network,
devices communicate directly with one another on apeer-to-peer basis. In aninfrastructure
network (the default), several devices communicate with one or more APs, and the APs
may or may not be connected to a physical Ethernet network. Y ou must tell your MSS-
VIA which type of network is present with the Change 80211 NETWORKM ODE
command.

Figure 4-41: Configuring the Network Mode

Local >> CHANGE 80211 NETWORKMODE ADHOC
or
Local >> CHANCE 80211 NETWORKMODE | NFRASTRUCTURE

The network mode setting relates to the channel setting, explained next.

45.6 Channel

The frequency band allocated to 802.11 wireless communicationsis subdivided into
different channelsto allow subnetworking. Generally speaking, your MSS-VIA needsto
know which channel it should use for communications— it will be the same as the one
being used by thelocal AP. Y ou can also set the channel to Any, the default, which causes
the MSS-VIA to use the same channel used by the strongest AP with the same ESSID.

Note:  Because some of the channels overlap dightly, avoid using adjacent
channels within a workgroup area or crosstalk and lower throughput
may result. Channel overlap depennds on the Region setting—see your
PC card documentation for specific information about which channels
are availablein your area.

Figure 4-42: Configuring the 802.11 Channel

Local >> CHANCE 80211 CHANNEL 7

The channel setting relates to the network mode setting. For infrastructure network mode,
you should set the channel to Any so that the MSS can sync with an AP. For Ad-Hoc

network mode, you should set a specific channel number so that the MSS can start a new
IBSSif needed. When the channel is set to Any, the MSS can only join an existing IBSS.
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5: Using the MSS

This chapter explains how to use the MSS once it is running. Host-initiated (incoming)
connections include socket connections, using host applications, and using the code
examples included on the M SS distribution CD-ROM. Interactive uses include

mani pulating sessions, making outgoing connections, and viewing server and network
information with the help of the Show commands. In addition, this chapter explains:

0 Setting up two M SS units to emulate a direct serial connection over the LAN (see
Section 5.5, Serial Tunnel).

0 Using the M SS as a data pipe between a seria device and multiple hosts on the net-
work (see Section 5.6, Multihost Mode).

0 Making the MSS look like amodem so that it can be used with existing communi-
cations software (see Section 5.7, Modem Emulation Mode).

0 Using the Lantronix COM Port Redirector software to redirect PC COM ports (see
Section 5.8, COM Port Redirector).

5.1 Incoming Connections

5.1.1 Socket Connections

Each node on a network has a node address, and each node address can allow connections
on one or more sockets. Sometimes these sockets are referred to as ports. TCP/IP and IPX
connections can be made directly to the MSS serial port using sockets.

There are two categories of sockets. Well-known sockets are those that have been defined
in RFCs (Reguests for Comments); for example, port 23 is used for Telnet connections.
There are also custom sockets that users and developers define for their specific needs.

Note: If the serial port isin use, the socket connection will be refused.
There are some important points to remember when making a socket connection.

O Port access must be set to either Dynamic or Remote to allow network connection
requests. Local access does not allow a port to receive connection requests from the
network. To change the port’ s access type, use the Change Access command fol-
lowed by either Dynamic or Remote.

O Theport must beidle. Use the Show Ports command to verify that the portisnotin

use. To ensurethat the port will beidle, Telnet to the remote consol e port rather than
attaching aterminal to the serial port.
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0 Only one serial port connection is allowed at atime, except in the case of Multihost
Mode (see Section 5.6).

O Timing between serial signals(suchasDSR, RTS, and CD) isnot preserved, and the
state of such signalsis not readable.

5.1.1.1 TCP/IP Socket Connections

The MSS supports TCP/IP socket connections to ports 2001 and 3001. Opening a TCP
session to port 3001 will form araw TCP/IP connection to the serial port. Use port 2001
when you need Telnet IAC interpretation.

To specify a connection to a socket, use the Telnet command followed by the MSS IP
address (or resolvable name), a colon, and the desired socket number. Do not add spaces.

Figure 5-1: TCP/IP Socket Connection

|% Tel net 192.0.1.228: 2001

5.1.1.2 IPX/SPX Socket Connections

The M SS supports SPX socket connectionsto port 9001. To make a socket connection, use
the SPX command followed by the SAP name of the MSS.

Figure 5-2: SPX Socket Connection

|Loca| > SPX MBS _xxxxxX_S1

5.1.2 LAT Connections

Most VMS applications require the creation of aLAT application port to access the MSS
serial port. Programs can use the LAT application port as they would use a physical port
for input and output. For example, an application might be configured to use port LTA3419
which would allow it to access a device connected to the MSS seria port.

To configure LAT on your VMS host, create a new and unique application port using the
host'sLATCP program (in Figure 3-3, LTAnnnn representsany unused LAT port number).
Map the application port to the MSS by specifying the MSS node hame and the seria port
name. Enter the following commands at the VM S prompt:

Figure 5-3: Creating a LAT Application Port

$ RUN SYS$SYSTEM LATCP

LCP> CREATE PORT LTAnnnn/ APPLI CATI ON

LCP> SET PORT LTAnnnn/ node=MSSnane/ port=port_1
LCP> SHOW PCORT LTAnnnn

LCP> EXIT

Note:  Theprocedureissimilar for DEC UNIX LAT.
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If heavy input or output loads are expected on the LTA port, you can set alternate type
ahead to reduce flow control on the ports.

Figure 5-4: Reducing Flow Control

|$ SET TERM PERM ALTYPEAHD LTAnNNnnn

5.1.3 Connecting to the MSS

To connect to the M SS serial port from aVMS host, use the command below and include
the appropriate LAT application port number:

Figure 5-5: Connecting to the MSS

$ SET HOST/ DTE |t annnn

5.2 Host Applications

The M SS can be used with applications on Unix, Windows, WindowsNT, OS/2, LAT, and
Macintosh hosts, and any other hosts that have a TCP/IP or SPX socket interface.

When ahost application makes asocket connectiontothe M SS, it uses the socket asadata

pipe to send and receive data. The host application performs general read/write tasks, and
works with the MSS asiif it were a directly-attached serial device.

5.3 Code Examples

The M SS distribution CD-ROM includes example code for TCP/IP and SPX/IPX
applications. Refer to the Readme file included with the code examples for further
information and instructions.
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5.4 Interactive Connections

Interactive mode refers to entering commands at the Local> prompt. Commands can be
used to configurethe M SS, connect to remote services, manipul ate aconnection, or receive
feedback. Interactive use requires an input device, such asaterminal.

5.4.1 Outgoing Connections
The M SS can make outgoing connections to hosts on TCP/IP, IPX/SPX, and LAT
networks viaits serial port. Telnet and Rlogin connections are supported. In addition,

environment strings are supported within the connection commands. See the Command
Reference chapter of the MSS Reference Manual on the CD-ROM for more information.

54.1.1 Telnet

To start an outgoing Telnet session to aremote host on a TCP/IP network, type Telnet at
the Local> prompt, followed by either the host’s name or its numeric IP address.

Figure 5-6: Opening a Telnet Connection

Local > TELNET 192.0. 1. 66

Note: If apreferred service hasbeen configured, ahost nameisnot required.

Y ou can also make a Telnet connection to a specific port number, as described in Serial
Tunnel on page 5-9.

5.4.1.2 Rlogin

Rlogin allows auser to log into aremote host asif he or she were alocal user. In the
example below, shark isthe remote host and lola is the username. Unless the usernameis
password protected, the user will be logged in normally.

Figure 5-7: Connecting with Rlogin

Local > RLOG N shark “l ol a”

Note:  Because Rlogin can bypass the normal password/login sequence and
istherefore a potential security problem, it may be disabled on some
hosts. It is disabled by default on the MSS,
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5.4.1.3 SPX

For SPX connections on IPX networks, the connecting device and the target device must
advertise themselves via SAP announcements. The MSS advertisesitself at boot time as
M SS xxxxxx_S1 where xxxxxx represents the last six digits of its hardware name.

Aslong asthetarget device is advertising itself via SAP announcements, the M SS should
be able to make an SPX connection. Enter the following command including the target
device's SAP name.

Figure 5-8: Making an SPX Connection

|Local > SPX sap_name

Toview al available SPX devices (those advertising themsel ves via SA P announcements)
enter the Show Node LAT/SPX command.

5.4.1.4 LAT

LAT devicesbroadcast their servicesto the network along with ratings, which are estimates
of how busy the services are. Ratings range from 0 to 255; a 255 rating means that the
service can accept connections while a zero rating means that the service isin use and
connection attempts will be denied. By default, connection attempts are made to the
highest-rated service bearing a given name.

ToconnecttoalL AT service, typetheword “LAT” followed by the service name. To view
available LAT nodes and services, enter Show Nodes

LAT or Show Services at the Local> prompt. The example below shows how to connect
to the highest-rated service named modem on the network.

Figure 5-9: Connecting to a Service

Local > LAT nodem

Connections to particular hosts and ports can be forced if desired. Forcing aconnectionin
thisway may be necessary if more than one host on anetwork can provide a given service,
or if the desired host does not have the highest rating for that service. For example, the
following command will attempt a connection to a service named modem on port 5 of a
VAX host named vax8.

Figure 5-10: Connecting to a Specific Port

Local > LAT nodem LN=vax8: LD=0005

Note: If theinformation supplied in the command isincorrect, or if thereis
no such service on the specified host or port, the connection will bere-
fused.

If the M SS has been configured to allow incoming LAT logins, the MSS will also show
up as a service on the network. Users can connect to the M SS from another LAT-based
server by typing the appropriate connection command.
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5.4.2 Session Control

When a user makes a connection to a service on the network (via Telnet, Rlogin, SPX, or
LAT), asessioniscreated. A user can have several connectionsto various services at once,
although only one is displayed on the screen at atime. Each separate connection isa
session. The following section explains command used to manipul ate these sessions.

5.4.2.1 Break Key and Local Switch

The Break key allows usersto leave an active session and return to the M SS L ocal > prompt
without disconnecting sessions. By default, the M SS handles the Break key locally. Users
can change whether the Break key is processed by the MSS (Local), processed by the
remote host (Remote), or ignored (None) using the Change Break command.

Figure 5-11: Changing the Break Key

|Loca| >> CHANGE BREAK REMOTE

If your terminal does not have a Break key, you can configure alocal break switch key.

Figure 5-12: Defining a Local Switch

|Local >> CHANGE LOCAL SW TCH ~L

5.4.2.2 Backward, Forward, and Switches

The Backwar d and Forwar d commands, when entered at the Local> prompt, allow
users to navigate through current sessions.

A user's open sessions can be thought of as alist from the earliest to the most recently
created. Forward refers to amore recent connection, while Backward refers to a session
started earlier. Thelist is also circular; going forward from the most recently created
session takes you to the earliest session, and going backward from the earliest session
resumes the most recent session. For example, user Bob connects to host Thor. He then
breaks to local mode and connects to host Duff. After working, he breaks and connectsto
host Conan. His session list, shown with the Show Session command, would be:

Thor
Duff
Conan

Conan isthe current session, meaning the session to which the user is currently connected
or the last session the user was in before entering local mode. If Bob presses the backward
key while working in Conan, he will resume his session on Duff. If he presses the forward
key while working in Conan, he will move to his session on Thor.
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The Change Backward Switch and Change Forwar d Switch commands define
keys used to switch sessionswithout returning to local mode. Backward and forward switch
keys must be explicitly defined.

Figure 5-13: Defining Switches

Local >> CHANGE BACKWARD SW TCH "B
Local >> CHANGE FORWARD SW TCH "F

Note:  To specify a control character, precedeit with a carat (*).

Note: The MSSintercepts and processes switch keys; it does not pass them
to the remote host.

5.4.2.3 Disconnect and Resume

Users need a method of controlling and disconnecting sessions from local mode. For
example, if asession on aremote host freezes or hangs while executing code, the user can
exit the session using the Break key, then terminate the connection by entering the
Disconnect command at the Local> prompt. A user may resume a session after returning
to local mode by entering the Resume command. Both commands can affect any active
sessions, not just the current session.

5.4.2.4 Session Limits

The number of active session a user can have on the MSSis limited by three factors:
available server memory resources, a server-wide limit, and a port-specific limit. The
absolute maximum number of sessions for the MSSis eight. To reduce the limit further,
enter the Change Session Limit command followed by a number from one to seven.

5.4.3 Status Displays

The commands listed in this section display information about the current configuration
and operating status of the M SS. Thefollowing sections describe what auser will seewhen
typing the Show commandsin interactive (local) mode.

5.4.3.1 Show 80211

Thiscommand showsthe current 802.11 (wirel ess Ethernet) networking settings, including
MAC address, ESSID, network mode, and channel number. These settings are effective
whenever there is a compatible wireless LAN PC card in the MSS PC card slot.

5.4.3.2 Show Hostlist

This command shows the current contents of the host table used for multihost mode
connections. Host entries are numbered from 1 to 8.

5.4.3.3 Show IPsecurity

This command shows the current TCP/IP security table, if one exists. Addresses or ranges
of addresses are listed according to the kind of restrictions placed upon them.
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5.4.3.4 Show NetWare

All necessary information related to |PX/SPX connections can be viewed including the
name of the NetWare loadserver and the number of framestransmitted. Specifically, auser
can find out which frametypesare enabled, if internal routing is enabled, and what internal
network number governs internal routing.

5.4.3.5 Show Node LAT/SPX

This command showsthe LAT or SPX nodes that the M SS can see. For LAT, the name of
each service node is listed along with its identification string and availability. For SPX,
node information includes each node' s socket number, hop count, frame type, and status.

5.4.3.6 Show Ports

This command displays the configuration and connection status of the serial port. Settings
such as flow control, baud rate, parity, and default hosts are shown. In addition, users can
view the status of DSR and DTR serial signals, port access type, and login status. Errors
are summarized, although in less detail than in the Show Server Counters display.

5.4.3.7 Show RS485
This command shows the current settings for RS-485 serial connections, including wire
mode (two-wire or four-wire), termination, and driving of the TX (transmit) signal.

5.4.3.8 Show Server Bootparams

Thiscommand displays M SSidentification and boot procedureinformation. Thefirst lines
display the M SS version, hardware address, network name and node number,
identification string, and how long the M SS has been running. Software and ROM
versions, configured loadhosts, and startup files are also displayed.

5.4.3.9 Show Server Characteristics

This command displays network-related server identification information including the
M SS hardware address, node address, |P address, domain, any configured gateways and
nameservers, and the subnet mask. In addition, inactivity and retransmission limits,
password restrictions, and the types of incoming logins permitted are shown.

5.4.3.10 Show Server Counters

This command enables the system administrator to view quantitative information about
send and receive errors. It also displays error information for the Ethernet and TCP/IP
protocols that can be used to diagnose network transmission problems.

5.4.3.11 Show Services

This command displays characteristics of LAT services offered on the network.
Information shown includes service names, service ratings, group codes, offering nodes,
service identification strings, and availability.
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5.4.3.12 Show Sessions

Thiscommand displaysinformation about current sessionsincluding each active port, user,
and type of session.

5.4.3.13 Show Users

This command displays the name, port number, and connection status of all current users,
or aspecified user.

5.5 Serial Tunnel

Two MSS' s can be connected to emul ate adirect serial connection acrossaLAN or WAN.
Servers connected in this way can pass data only—they will not be able to pass status
signals (DSR/DTR, CTS/RTS, etc.) or preserve timing between characters. The basic
network configuration for this virtual seria lineis shown in Figure 5-14.

Figure 5-14: Back-to-Back MSS Connections

Serial Device
= . ) ) Serial Device
= A eregtﬁr W|rteless B —— —
erne
e B EEEEELCEEEEEE [ o=l
——] 192.168.5.2 192.168.5.10

5.5.1 TCP Configuration

Assuming the M SS serial port parameters have been configured properly, the Servers
would be configured as follows:

MSS A Local >> CHANGE DEDI CATED TCP
192. 168. 5. 10: 3001T
Local >> CHANGE AUTOSTART ENABLED

MSS B Local >> CHANGE ACCESS REMOTE
Local >> CHANGE DEDI CATED NONE
Local >> CHANGE AUTOSTART DI SABLED

Note: If the Serversare on different I P subnets, the default gateway on each
unit will have to be configured with the Change Gateway command.

The above commands create araw (8-bit clean) TCP connection between the serial ports
of the two Servers once the units have been power-cycled. The commandsfor MSS_A
ensurethat it will automatically connect to M SS B each timeit is booted. The commands
for MSS B ensure that it is always available to accept connections from M SS_A.
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5.5.2 UDP Configuration

When the UDP protocol is used, thereis no connection; each MSS must be told explicitly
which hosts it is allowed to accept packets from. Each M SS would have to be configured
to both send packets to and accept packets from the other M SS.

MSS A Local >> CHANGE DEDI CATED TCP
192.168. 5. 10: 4096U
Local >> CHANGE AUTOSTART ENABLED
Local >> CHANGE ACCESS DYNAM C

MSS B Local >> CHANGE DEDI CATED TCP
192. 168. 5. 2: 4096U
Local >> CHANGE AUTOSTART ENABLED
Local >> CHANCE ACCESS DYNAM C

Setting up Dedicated hosts ensures that the units will always talk to each other. Enabling
Autostart for both units enables one M SS to send datato the other M SSwithout having to
wait for aserial carriage return to start the session.. The second M SS knows exactly which
other M SSto accept connections from. Finally, when Autostart is enabled, the access
mode must be either Local or Dynamic (Dynamic is more flexible).

5.6 Multihost Mode

Multihost mode is used to set up a data pipe between a serial device attached to the MSS
and multiple hosts on the network. Datafrom any network host goes out of the M SS serial
port, and datafrom the serial port is sent to all connected network hosts. The M SS does not
dter the datain any way, it merely forwards it from one point to another.

There are afew important things to note about multihost connections:

O The MSS attempts to send datain the order it isreceived. That is, it readsin and
sends data from one host before reading in data from another host.

0 The MSSwill ping TCP and UDP hosts before sending packets to make sure the
remote hosts are alive. If they are alive, the M SS makes the real connection and
passesthe data. If not, the M SSwill retry later. Similarly, if one of the host connec-
tionsis terminated prematurely, the MSS will attempt to reconnect at preset inter-
vals.

Note:  Retry affects data flow to all hosts, so unreliable hosts should bere-
moved from the host list.

O If ahost’sflow control or other settings block the M SS from sending, the M SSwill
skip it and send the data to the other hosts. However, the M SS does not keep alist
of which hosts were skipped in the past—it consults al hosts each time it has data
to send.
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0 Whenthe MSS serial port islogged out, all host sessions are disconnected, leaving
theport idle.

5.6.1 Enabling Multihost Mode

To configure the M SS for a dedicated multihost connection, use the Change Dedicated
command.

Figure 5-15: Enabling Multihost Mode

Local >> CHANGE DEDI CATED HOSTLI ST

When a dedicated connection is enabled, local mode hotkeys for session manipulation are
disabled.

5.6.2 Adding Hosts

The host list can include up to twelve host entriesin any combination of TCP (raw, Telnet,
and Rlogin) and UDP addresses, SPX addresses, and LAT addresses.

Figure 5-16: Adding Entries to the Host Table

Local >> CHANGE DEDI CATED HOSTLI ST
Local >> HOST ADD TCP 192.0.1.35: T
Local >> HOST ADD UDP 192.0. 2. 255
Local >> LOGOUT PCORT 1

In the example, the UDP host entry is actually a broadcast | P address. Dataiis sent to all
hosts on that particular subnet.
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5.6.3 Removing Hosts

To remove an entry from the host table, use the Show Hostlist command to find out its
entry number, and then use the Host Delete command to delete it.

Figure 5-17: Removing Entries from the Host Table

Local >> SHOW HOSTLI ST
1 192.73.0.233

2 192.0.1.176

3 192.0. 4. 255

Local >> HOST DELETE 2

5.7 Modem Emulation Mode

In modem emulation mode, the M SS presents a modem interface to the attached serial
device: it accepts AT-style modem commands, and handles the modem signals correctly.

Normally there is a modem connected to a PC and a modem connected to some other
remote machine. A user must dial from his PC to the remote machine and accumulate
phone charges for each connection. With the M SS in modem mode, you can replace your
modems with M SS's and use an Ethernet connection instead of a phone call, all without
having to change communications applications. Y ou can then connect to any remote
machine that has an M SS without making potentially-expensive phone calls.

Note:  If the MSSisin modem emulation mode and the serial portisidle, the
MSS can still accept network TCP connections to the serial port.

To use modem mode, enable modem emulation and set your M SSfor Autostart using A as
the autostart character. This triggers the M SS to enter modem mode when it encounters a
modem-style AT command.

Figure 5-18: Enabling Modem Mode

Local >> CHANGE MODEM EMULATI ON ENABLED
Local >> CHANGE AUTOSTART CHARACTER “ A"
Local >> LOGOUT PORT 1

As soon as someone types an AT command, the M SS will enter modem mode and begin
processing the AT commands.

5-12



Using the MSS

Modem Emulation Mode

5.7.1 Modem Mode Commands

The following commands are available only in modem mode—they will have no effect
when typed at the Local> prompt.

Table 5-1: Modem Mode Commands

Command Function
AT? Help; giveslist of valid AT commands.
ATC <command> Pass-through to normal command line interface.

ATDT <ipaddress>

ATE
ATH
ATI

ATQ
ATS

ATV

ATZ
AT&F

Ex: ATC CH NAMESERV 192.0.1.76

Forms a TCP connection to the specified host. Two | P address formats are
allowed. The first uses periods, while the second omits periods and adds
zeroes to segments less than 3 characters long:

Ex: ATDT 192.0.55. 22: 3001T
Ex: ATDT 192000055022: 3001T

Users can specify sockets aswell; in the examples, :3001T tellsthe M SSto
form araw TCP connection to socket 3001.

Echo mode off (ATEO) or on (ATEL, the default).
Disconnects the network session.

Displays modem version information.

Result codes on (ATQO, the default) or off (ATQ1).

Allows serially-attached devicesto control how the M SS accepts anetwork
cal.

ATS0=0 will cause the M SS to send the RING string to the serial device
when it receives a network connection request. The serial device must reply
with the ATA string.

ATS0=1 allows the M SS to automatically accept network connections (the
default).
Displays result codes. There are four options:

ATVO0 = text codes, bad commands return an error.
ATV 1 = numeric codes, bad commands return an error.
ATV 2 = numeric codes, bad commands discarded.
ATV 3 = text codes, bad commands discarded.

Accepted but ignored.
Resets modem NVR to factory default settings.
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Table 5-1: Modem Mode Commands, cont.

Command Function

AT&W Writes modem settingsto NVR.

AT&Z Restores modem settings from NVR.

+++ Returns the user to the command prompt when entered from the serial port

during aremote host connection.

Multiple commands can be entered on the same line (for example, ATEOQLVO will work).
However, if the M SS encounters a command that it doesn’t recognize, it will ignore the
whole command line. For this reason, you should enter only one command per line.

5.7.2 Wiring Requirements

Serial signalswork differently when the M SSisin modem mode. First, the M SSwill enable
DTRWait and will not drive DTR until avalid connection is made with the ATDT
command (see Section 5.7.1). Second, the M SSwill drop DTR whenever the TCP session
is disconnected. DSRLogout is enabled implicitly. The intent is that the MSSDTR signal
will be used as asimulated CD signal to the attached serial device.

If you are using an MSSwith aDB25 connector, you will need to change theway you wire
the DB25 adapters.

O The seria device'sDTR goes out to BOTH itsown DSR in and the MSSDSR in.
When the device assertsits DTR, it will seeits DSR asserted. That way the device
thinksthat the“modem” (the M SS) isready to accept commandsall the time and the
MSS can log out the serial port when the device disconnects.

The MSSDTR out goesto the serial device'sCD in. That way the MSS can signal the
serial devicethat thereisavalid connection, and the serial devicewill know it can send data
to the remote device.

5.8 COM Port Redirector

The Lantronix COM Port Redirector application allows PCs to share modems and other
serial devices connected to an M SS using Microsoft Windows or DOS communication
applications. Using their existing communications software, PC users dial out to aremote
host through a modem connected to the M SS.

The Redirector intercepts communications to specified COM ports and sendsthem over an
IP network connection to the M SS serial port. This enables the PC to use the M SS serial
port asif it were one of the PC COM ports.

Note: Theredirector works over 802.11 connections.

The COM Port Redirector software and installation instructions are included on the
distribution CD-ROM.
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A: Contact Information

If you are experiencing an error that is not listed in Appendix B or if you are unable to fix
the error, contact your dealer or Lantronix Technical Support at 800-422-7044 (US) or 949-
453-3990. Technical Support is aso available via Internet email at
support@lantronix.com.

A.1 Problem Report Procedure

When you report a problem, please provide the following information:
O Your name, and your company name, address, and phone number
O Lantronix MSS model number
O Lantronix MSS serial number
O Software version (use the Show Server command to display)
O Network configuration, including the information from a Netstat command
O Description of the problem
O Debug report (stack dump), if applicable

O Status of the unit when the problem occurred (please try to include information on
user and network activity at the time of the problem)

A.2 Full Contact Information

Address: 15353 Barranca Parkway, Irvine, CA 92618 USA
Phone: 949/453-3990

Fax: 949/453-3995

World Wide Web: http://www.lantronix.com

North American Direct Sales; 800/422-7055
North American Reseller Sales: 800/422-7015
North American Sales Fax: 949/450-7232
Internet: sales@lantronix.com

International Sales. 949/450-7227
International Sales Fax: 949/450-7231
Internet: intsales@lantronix.com

Technical Support: 800/422-7044 or 949/453-3990
Technical Support Fax: 949/450-7226
Internet: support@Ilantronix.com
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B: Troubleshooting

This Appendix discusses how to diagnose and fix errors quickly yourself without having to
contact adealer or Lantronix. It will help to connect aterminal to the serial port while
diagnosing an error to view any summary messages that are displayed.

When troubleshooting, always ensure that the physical connections (power cable, network
cable, and serial cable) are secure. If you have trouble with wireless networking, it may
help to connect the M SSto awired Ethernet nework to verify that it isworking prperly and
to check the wireless settings.

Note:  Some unexplained errors may be caused by duplicate | P addresses on
the network. Make sure that your MSSIP addressis unique.

B.1 Power-up Troubleshooting

Problem situations and error messages are listed in Table B-1. If you cannot find an
explanation for your problem, try to match it to one of the other errors. If you cannot
remedy the problem, contact your dealer or Lantronix Technical Support.

Table B-1: Power-up Problems and Error Messages

Problem/Message Error Remedy
The MSSis The unit or its power supply is  Contact your dealer or Lantronix
connected to apower damaged. Technical Support for areplacement.

source, but thereis
no LED activity.

TheMSSisunableto Thisgeneraly indicates a Notethe blinking LED and its color, then

complete power-up  hardwarefault. Oneof theLEDs contact your dealer or Lantronix

diagnostics. will be solid red for three Technical Support. The MSS will not be
seconds, followed by one operational until the fault is fixed.

second of another color.

The MSS completes  Thereis a problem with the Check theterminal setup and the physical

its power-up and seria connection or theset-up  connections, including the cable pinouts
boot procedures, but  of the serial device. (see Appendix C). Try another serial
there’s no noticeable device or cable, or cycle power on the
seria activity. MSS.
A rapidly-blinking OK LED Reboot the unit. When the MSSiis
may signal boot failure. running normally, the OK LED blinks
every two seconds.
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DHCP Troubleshooting

Troubleshooting

Table B-1: Power-up Problems and Error Messages, cont.

Problem/Message Error

Remedy

Thetermina showsa The MSSis not connected
Boot> prompt rather  properly to the Ethernet.
than a Local>

prompt.
The MSS Ethernet addressis
invalid.
I nit Noboot command was
entered.
The MSS passes If the OK LED blinks rapidly,
power-up the Flash ROM code may be
diagnostics, but corrupt.

attemptsto download
new Flash ROM code |f you did not request aTFTP
from anetwork host. boot, the flash ROM code is

corrupt. The unit will remainin

boot mode.

Ensure that the MSSiis firmly connected
to afunctional and properly-terminated
network node.

The MSS Ethernet addressis located on
the bottom of the unit. Use the Change
Har dware command to set the correct
address, then reboot.

See Entering Commands at the Boot
Prompt on page B-5.

Reboot the unit. If you get the same
message, you will need to reload Flash
ROM. See Reloading Software on page
D-3.

B.2 DHCP Troubleshooting

Table B-2: DHCP Troubleshooting

Areato Check Explanation

DHCP is enabled on the MSS Use the Change Server DHCP Enabled command.
If you manually enter an IP address, DHCP is automatically

disabled.
Make sure the DHCP server is Check to see that the DHCP server is on and is functioning
operational. correctly.
The MSS getsits IP address Refer to the DHCP Manager on your DHCP server for
from the DHCP server information about addresses in use. If the DHCP server

doesn’t list your MSS | P address, there may be a problem.
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BOOTP Troubleshooting

B.3 BOOTP Troubleshooting

If the BOOTP request is failing and you have configured your host to respond to the

request, check these areas:

Table B-3: BOOTP Troubleshooting

Areato Check

Explanation

BOOQOTPisin your system’s
/etc/servicesfile

The MSSisin theloadhost's
/etc/hostsfile

The download fileisin the
correct directory and is world-
readable

The MSS and host are in the
same | P network

BOQOTP must be an uncommented line in /etc/services.

The MSS must bein thisfile for the host to answer a
BOOTP or TFTP request.

The download file must be in the correct directory and
world-readable. Specify the complete pathname for the
download file in the BOOTP configuration file, or add a
default pathname to the download filename.

Some hosts will not allow BOOTP replies across |P
networks. Either use a host running a different operating
system or put the MSS in the same | P network as the host.

B.4 RARP Troubleshooting

Table B-4: RARP Troubleshooting

Areato Check

Explanation

The MSS name and hardware

/etc/hostsfile

The operating system

The MSS name and hardware address must be in this

addressin the host’s /etc/ether sfile filefor the host to answer a RARP request.

The MSSnameand IP addressinthe  The MSS name and | P address must be in thisfile for

the host to answer a RARP request.

Many operating systems do not start a RARP server
at boot time. Check the host’'s RARPD
documentation for details, or use the ps command to
seeif thereisa RARPD process running.
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TFTP Troubleshooting Troubleshooting

B.5 TFTP Troubleshooting

If the TFTP request fails even though you have configured your host to respond to the
request, check the areas discussed in the following table.

Table B-5: TFTP Troubleshooting

Areato Check Explanation

IsTFTPenabledon  Ensure that the /etc/inetd.conf file has an uncommented line

the loadhost? enabling the TFTP daemon. Machines may have the TFTP daemon
line commented out.
If the /etc/inetd.conf file has to be modified, the TCP/IP server
process (daemon) has to be told of thisviaasignal. Find the
process ID (PID) of the inet daemon, and then signal the process.
Normally, the processis signalled by sending it aHUP signal (kill -
HUP nnnnn).
The /etc/inetd.conf or /etc/netd.conf file is re-read whenever the
UNIX host boots. See the man pages (man inetd) for more

information.
Isthefilename The name and case of the software download file must be correct.
correct? The software file names are uppercase, but can be renamed. The

server will look for uppercase names by defaullt.




Troubleshooting Modem Configuration Checklist

B.6 Modem Configuration Checklist

Note:  Maodem functions do not apply to RS-485.

Most modem problems are caused by cabling mistakes or incorrect modem configuration.
However, the following items should be verified after any modem configuration, and re-
checked when there is modem trouble.

0 The modem must disconnect immediately when DTR is de-asserted.

0 Themodem must assert CD (or DSR, if connected) when connected to another mo-
dem. It must not assert CD when disconnected. The modem may optionally assert
CD during outbound dialing.

0 The modem and MSS must agree on the flow control method and baud rate scheme.

O The modem must not send result codes or messages to the M SS except optionally
during outgoing calls.

0 The modem should be set to restore its configuration from non-volatile memory
when DTR is dropped.

0 The modem should be configured to answer the phone if incoming connections are
to be supported. Generally thisis done with the atsO=1 command.

0 The modem should not be configured to answer the phone unless the M SS asserts
DTR.

0 MSSModem control must be enabled. Using modems on ports without modem con-
trol enabled will lead to security problems.

0 The MSS Autobaud feature should be enabled only when required.

B.7 Entering Commands at the Boot
Prompt

If the Boot> prompt appears on the serial consoleinstead of the Local> prompt, one of two
things may be wrong. Either the M SS does not have enough information to boot, or the
network or flash boot has failed. If pressing the Return key does not display a prompt,
press any other key. The Boot> prompt should appear.

If the MSS does not have enough information to boot, or the network or flash boot has
failed, it will print amessage to the console and wait ten seconds for serial port activity. If
it detects serial port activity, it will continue booting provided the flash is good. However,
if the user presses akey during that ten second time period, the M SSwill display the Boot>
prompt.

Note: If you seethe message” Will attempt another download in x minutes,”
press any key for the Boot> prompt.
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A seriesof commandscalled Boot Configuration Program (BCP) commands can be entered
at the Boot> prompt to configure the M SS. These commands are asubset of theentire MSS
command set. For example, atypical TCP/IP configuration might use the following
commands:

Figure B-1: BCP Command Examples

Boot > CHANGE | PADDRESS 192. 0. 1. 229

Boot > CHANGE SOFTWARE /tft pboot/ MSSVI Ax. SYS
Boot > CHANGE LQOADHOST 192.0.1.188

Boot > CHANGE SECONDARY 192.0. 1. 22

Boot > FLASH

% Initialization begins in 5 seconds.....

These commands set the Server’s address, the software loadfile, and the loadhost’s P
address (as well as that of a backup loadhost). The server then reboots using the Flash
command and will attempt to load the file MSSVIAX.SY S from the host at 192.0.1.188.

HELP
Displays a one-page summary of available commands and what they do.

INIT 451

Reboots the M SS after it has been configured. If the MSS can find and load the
specified software loadfile, it will restart itself with full functionality. If the
loadfile is not found, the server will attempt to reload continuously. If thereisan
error, or if the console's Retur n key is pressed, the MSS will re-enter the Boot
Configuration Program.

CHANGE BOOTP {Enabled, Disabled}

Enables or disablesthe sending of BOOTP queries during the boot sequence. It is
enabled by default.

CHANGE DHCP {Enabled, Disabled}

Enables or disables the sending of DHCP queries during the boot sequence. It is
enabled by default.

CHANGE HARDWARE xx-XX-xx

Specifiesthe last three numbers of the server’s Ethernet address. Thefirst three
numbers will be supplied automatically.

The Ethernet address should have been set at the factory. Setting an incorrect
address could cause serious network problems.

CHANGE IPADDRESS ip_address
Specifiesthis server’s |P address. Uses the standard numeric format.

CHANGE LOADHOST ip_address

Specifies the host to attempt to load the file from. The IP address should be in
standard numeric format (no text names are allowed).
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CHANGE RARP {ENABLED, DISABLED}

Enables or disables the sending of RARP queries during the boot sequence. It is
enabled by default.

CHANGE SECONDARY ip_address

Specifiesabackup loadhost. The I P address should be in standard numeric format
(no text names are allowed). The backup loadhost will be queried if the primary
host cannot load the server.

CHANGE SOFTWARE filename

Specifiesthe name of thefiletoload. The MSSwill automatically add .SY Sto the
filename you specify. Note that all protocols must have a filename specified
(either the default or set by the user). For more information, see Appendix D.

TCP/IP users must use the Software option to specify the loadhost, the loadfile,
and their own network address.

TFTP users can specify a complete path name (up to 31 characters) if thefileis
located in adirectory other than the default. The case of the filename must match
that of the filename loaded onto the host computer.

SHOW SERVER

Usethiscommand before and/or after issuing other commandsto view the current
MSS setup.

FLUSH NVR

This command is used to restore the MSS's non-volatile RAM to its factory
default settings. It will reset everything that is configurable on the server,
including the unit’s I P address.

FLASH
This command will force the MSS to download new operational code and reload
it into Flash ROM. Thisis necessary when a new version of softwareis released
and you wish to upgrade your unit. If the server cannot download thefile, the code
in Flash ROM will still be usable.
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C: Pinouts

C.1 Ethernet Connector

Figure C-1: RJ45 Ethernet Connector Pinout

1 8

ZZZZZ; 1: RX+
2: RX-

3. TX+
6: TX-

C.2 PC Card Slot

TheMSS-VIA PC card slot accepts Typel/ll PC cards. At thetimethis manual waswritten,
the MSS-VIA software only supported | EEE 802.11 wireless networking PC cards. Other
types of PC cards are planned for future revisions.

For the most current information on which PC card technologies are supported and which
cards are compatible with the MSS-VIA, please refer to the Lantronix web site:

http://www.lantronix.com/products/uts/mssvia/specs.html

Note: Changesin firmware revision may affect compatibility.
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Serial Connectors Pinouts

C.3 Serial Connectors

C.3.1 RS-232/RS-485 DB25 Connector

The MSS-VIA DB25 connector provides adual RS-232/RS-485 DTE seria port. The
default serial port settings are 9600 baud, 8 bits, no parity, and 1 stop bit.

Figure C-2: DB25 Serial Connector

DTE DB25 Male
13 25
00)
08
Q5
8 t— RX -
DCD (in) —@ S | RX*
GND— :: 8— DTR
DSR—
crs —-9 8—— CD (out)
RTS —@ o)
RX — @
—— TX-
™ —_8 @ —TX+
1 U
(RS232) (RS485)

Thedual DB25 port can be used for either an RS-232 connection or an RS-485 connection.
Do not attempt to connect both interfaces at the same time. The MSS-VIA drives TX on
both interfaces simultaneously, but only enables RX on the selected interface.

For more information, see RS-485 Configuration on page 4-6.

C.3.2 RS-232 DB9 Connector

The MSS-VIA DB9 connector providesan RS-232 DTE serial port. The default serial port
settings are 9600 baud, 8 bits, no parity, and 1 stop bit.

Figure C-3: DB9 Serial Connector

RX TX GND

1 \O O 5
6 \OOOO / 9
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D: Updating Software

Lantronix intends to provide multiple software files for the MSS-VIA. Each software file
will contain the core M SS operating code as well as code needed to support a specific type
of PC card. Choose the software file that supports the type of PC card you wish to use.

For |EEE 802.11 wireless networking PC cards, use the software file named
MSSVIAA.SYS. For other PC card types, please consult Lantronix.

D.1 Obtaining Software

Current software files (MSSVIAX.SY S) are available on the distribution CD. Software
updates and release notes for the MSS can be downloaded directly from the Lantronix
development systems in one of three ways: viathe Lantronix World Wide Web site
(www.lantronix.com), using anonymous FTP through the | nternet (ftp.lantronix.com), and
viadial-up modem.

D.1.1 Viathe Web

Thelatest version of MSSVIAX.SY S can be downloaded from the Lantronix Web site. The
following instructions will lead you through the web site to the software file.

1 Onthe home page, http://www.lantronix.com, click on Firmwar e Downloads.

2 FromtheAll Productspop-up menu, select Universal Thin Servers. M SS, Cobox.
3 Fromthe All Categories pop-up menu, select L atest Firmwar e and Software.
4

Click the Submit button. Y ou will go to a page that shows links for MSS-related
firmware and software.

5 Fromthe availablefiles, select Latest firmware for MSS-VIA Universal Thin
Server.

6 Click the Submit button. Y ou will go to apage that describes the sel ected software
file

7 Ifthisisthecorrect filg, click the Download M SS-VIA FirmwareVX.X/X Binary
link. If it is not the correct file, use your browser’s Back button to return to the pre-
vious page to choose a different option.

Note:  Asaresult of Netscape Navigator’s configuration, clicking on the soft-

ware name may not allow you to download the file. You may have to
save the file as a source document to your host.
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D.1.2 ViaFTP

The MSS software resides on the Lantronix FTP server (ftp.lantronix.com). Most of these
filesarebinary data, so the binary option must be used to transfer thefiles. All rel eased files
arein the pub directory. Always download the README file in the pub directory before
downloading anything elsg; it contains alist of available software files.

To log into the FTP server, enter a username of anonymous and enter your full email
address as the password. The following text will be displayed:

Figure D-1: Sample FTP Login

230-Wel cone to the Lantroni x FTP Server.

230-

230- | MPORTANT: Pl ease get the README fil e before proceeding.
230- | MPORTANT: Set BI NARY node before transferring executabl es.
220-

230-Direct questions to support@antroni x.com or 800-422-7044
(US) or 949-453-3990

230-

230 Cuest login ok, access restrictions apply.

Renpte systemtype is [your type will be displayed here].
ftp>

D.1.3 Viathe Lantronix BBS

The Lantronix system uses high speed modemsfor the physical connection and allowsfile
transfers using KERMIT, xmodem, ymodem, and zmodem. The modem phone humber is
(949) 367-1051. The account nameis ets and the password is server.

Remember that the download files (MSSVIAX.SY S) and executableimages areimage data
and should only be transferred in binary mode, otherwise the files will be corrupted.

Figure D-2: Sample BBS Login

SunGS UNI X (nexus)

login: ets

Password: server (not echoed)

SunCS Rel ease 4.1.3 Ul (NEXUS) #2: Fri Dec 2 10:08:39 PST 1997
Wel come to the Lantronix BBS. Type ‘h’ for help

userid (‘new for new user): new

Wel come, new user! Enter a userid, 1-12 characters, no spaces.
Userid: bob

Enter Passwd: pl atypus (not echoed)

Confirm Passwd: pl atypus (not echoed)

User Nane: bob

Term nal type (defaul t=vt100):

Emai | address, if any: bob@ dgets.com

Wel come to the “NEW Lantronix Bulletin Board System
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Updating Software Reloading Software

Once logged in, you will receive instructions for using the BBS system.

D.2 Reloading Software

The M SS stores software in Flash ROM to control theinitialization process, operation, and
command processing. The contents of Flash ROM can be updated by downloading a new
version of the operational software via NetWare, TCP/IP, or MOP. Regardless of which
protocol is used to update Flash ROM, the following points are important:

O The Flash ROM software file name, M SSVIAX.SY S, should not be changed.
O The download file should be world-readable on the host.
0 Thereisasixteen character length limit for the path name.
O Thereisatwelve character limit for the filename.
O UsethelList Server Boot command to check settings before rebooting.
Note: Itisveryimportant to check MSS settings before using the Initialize
Reload command to ensurethat you are reloading the correct software
file.
D.2.1 Reloading Sequence
If DHCP, BOOTP, or RARP s enabled on the MSS, the MSSwill request assistance from
aDHCP, BOOTP, or RARP server before starting the download attempts. The MSS will
then try TFTP, NetWare, and MOP booting (in that order) provided that it has enough
information to try each download method.
Downloading and rewriting the Flash ROM wiill take approximately two minutes from the
time the I nitialize command is issued. If the download file cannot be found or accessed,
the M SS can be rebooted with the code still in Flash ROM. The OK/ACT LED will blink
quickly while the MSS is booting (and reloading code) and then slowly when it returns to
normal operation.

Note: If you experience problems reloading Flash ROM, refer to Section
D.3.

D.2.1.1 TCP/IP

Before the M SS downloads the new software, it will send DHCP, BOOTP, and/or RARP
queries (all are enabled by default). Next, the MSS will attempt to download the
MSSVIAX.SY Sfileusing TFTP (Trivial File Transfer Protocol).

Note: EZWebCon can also be used to reload software.
If ahost provides DHCP, BOOTP, or RARP support, it can be used to set the MSS IP
address (all methods) and loadhost information (BOOTP and RARP only).
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Configuring TCP/IP Reload Updating Software

Some BOOTP and TFTP implementations require a specific directory for the
MSSVIAX.SY Sfile. See your host’s documentation for instructions.

To manually configure the MSS IP parameters for software reload, use the following
commands.

Figure D-3: Configuring TCP/IP Reload

Local > SET PRI VI LEGED

Passwor d> SYSTEM (not echoed)

Local >> CHANGE SERVER | PADDRESS nnn. nnn. nnn. nnn

Local >> CHANGE SERVER SOFTWARE “/tft pboot/ MSSVI Ax. SYS”
Local >> CHANGE SERVER LOADHOST nnn. nnn. nnn. nnn

Local >> LI ST SERVER BOOT

Local >> I NI TI ALI ZE RELQAD

Note:  For instructions on how to log into the MSSto enter these commands,
see Section 3.3.

The path and filename are case-sensitive and must be enclosed in quotation marks. When
attempting to boot across an | P router, you must configure the router to proxy-ARP for the
MSS, or use the bootgateway feature. For more information, see Change Bootgateway in
the Commands chapter of the MSS Reference Manual located on the CD-ROM.

D.2.1.2 NetWare

The MSSVIAX.SY Sfile should be placed in thelogin directory on the NetWarefile server.
The M SS cannot actually log into the file server (sinceit knows no username/password); it
can only accessfilesin thelogin directory itself. On the MSS, specify thefile server name,
filename, and path.

Figure D-4: Configuring NetWare Reload

Local > SET PRI VI LEGED

Passwor d> SYSTEM (not echoed)

Local >> CHANGE SERVER NETWARE LQADHOST fi |l eserver
Local >> CHANGE SERVER SOFTWARE SYS:\LOGd N\ MSSVI Ax. SYS
Local >> I NI TI ALI ZE RELOAD

D.2.1.3 MOP

The MSSVIAX.SY Sfilenameisthe only parameter that the M SS needsto reload viaM OP.
Make sure the service characteristic is enabled on the host's Ethernet circuit, copy the
MSSVIAX.SY Sfiletothe MOM$LOAD directory, and reload the M SSusing the | nitialize
Reload command.

Note: If an error message is displayed indicating an invalid record size on
the VAX console, the MSSVIAX.SYSfile was not transferred in binary
mode.



Updating Software Troubleshooting Flash ROM Updates

D.3 Troubleshooting Flash ROM Updates

Many of the problems that occur when updating the Flash ROM can be solved by
completing the following steps:

Table D-1: Flash ROM Troubleshooting

Protocol Areato Check

NetWare Ensurethefileisin the login directory. Since the MSS cannot actu-
aly loginto thefile server, it has very limited access to the server
directories.

TFTP Check the file and directory permissions.

Ensure the loadhost name and address are specified correctly and
that their case matches that of the filenames on the host system.

Ensure the file and pathnames are enclosed in quotes to preserve
case.

Ensure that TFTP is enabled on the host; several major UNIX ven-
dors ship their systems with TFTP disabled by default.

MOP The Ethernet circuit must have the service characteristic enabled.

Ensure that the MOM$L OAD search path includes the directory
containing the MSSVIAX.SY Sfile.

Ensure that the files were transferred in binary mode







E. Specifications

E.1 Power Specifications

The MSS power cube adaptor has the following specifications:

Adapter input voltage: 110V AC US, 230 V AC International
Adapter output voltage: 12v DC

Operating current: IA@12V

Power consumption: 4.2 Watts maximum

E.2 Environmental Information

E.2.1 Temperature Limitations

Operating range: 5 to50° C (41’ to 122° F)
Storage range: -40° to 66° C (-40° to 151° F)
M ax temper atur e change/hr: 20° C (36" F)

Rapid temperature changes may affect operation. Do not operate the M SS near heating or
cooling devices, large windows, or doors that open to the outdoors.

E.2.2 Relative Humidity Limitations

Operating range: 10% to 90% noncondensing,
40% to 60% recommended
Storagerange: 10% to 90% noncondensing

E.2.3 Altitude Limitations
Operating: 2.4 km (8,000 ft)
Storage: 9.1 km (30,000 ft)

When operating the MSS above 2.4 km (8,000 ft), decrease the operating temperature rat-
ing by 1.8°C for each 1,000 m (1°F for each 1,000 ft).
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Warranty Statement

Lantronix warrants for a period of 5 Y EARS from the date of shipment that each MSS-VIA
Universal Thin Server supplied shall befreefrom defectsin material and workmanship. During this
period, if the customer experiences difficultieswith aproduct and is unable to resolve the problem
by phone with Lantronix Technical Support, a Return Material Authorization (RMA) will be
issued. Following receipt of aRMA number, the customer is responsible for returning the product
to Lantronix, freight prepaid. Lantronix, upon verification of warranty will, at its option, repair or
replace the product in question, and return it to the customer freight prepaid. No services are
handled at the customer's site under this warranty.

Lantronix warrants software for a period of sixty (60) days from the date of shipment that each
software package supplied shall be free from defects and shall operate according to Lantronix
specifications. Any software revisions required hereunder cover supply of distribution mediaonly
and do not cover, or include, any installation. The customer is responsible for return of mediato
Lantronix and Lantronix for freight associated with replacement media being returned to the
customer.

Lantronix shall have no obligation to make repairs or to cause replacement required through
normal wear and tear of necessitated in whole or in part by catastrophe, fault or negligence of the
user, improper or unauthorized use of the Product, or use of the Product in such amanner for which
it was not designed, or by causes external to the Product, such as, but not limited to, power or
failure of air conditioning.

There are no understandings, agreements, representations or warranties, express or implied,
including warranties of merchantability or fitness for a particular purpose, other than those
specifically set out above or by any existing contract between the parties. Any such contract states
the entire obligation of Lantronix. The contents of this document shall not become part of or
modify any prior or existing agreement, commitment or relationship

The information, recommendation, description and safety notations in this or other documents
supplied by Lantronix are based on general industry experience and judgment with respect to such
hardware and software. THISINFORMATION SHOULD NOT BE CONSIDERED TO BEALL
INCLUSIVE OR COVERING ALL CONTINGENCIES. NO OTHER WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF FITNESS FOR A PARTICULAR
PURPOSE OR MERCHANTABILITY, OR WARRANTIES ARISING FROM COURSE OF
DEALING OR USAGE OF TRADE, ARE MADE REGARDING THE INFORMATION,
RECOMMENDATIONS, DESCRIPTIONS AND SAFETY NOTATIONS CONTAINED
HEREBY AND IN HARDWARE AND SOFTWARE SPECIFICATION DOCUMENTATION,
OR INSTRUCTIONS SUPPLIED BY Lantronix. In no event will Lantronix be responsible to the
user in contract, in tort (including negligence), strict liability or otherwise for any special, indirect,
incidental or consequential damage or loss of equipment, plant or power system, cost of capital,
loss of profits or revenues, cost of replacement power, additional expensesin the use of existing
software, hardware, equipment or facilities, or claims against the user by its employees or
customers resulting from the use of the information, recommendations, descriptions and safety
notations supplied by Lantronix. Lantronix liability islimited (at its election) to (1) refund of
buyer's purchase price for such affected products (without interest); (2) repair of such products, or
(3) replacement of such products, provided however, that the buyer followsthe procedures set forth
herein

Warranty claims must be received by Lantronix within the applicable warranty period. A replaced
product, or part thereof, shall become the property of Lantronix and shall be returned to Lantronix
at the Purchaser's expense. All return material must be accompanied by areturn material
authorization number assigned by L antronix.



Declaration of Conformity

(according to 1SO/IEC Guide 22 and EN 45014)

Manufacturer’s
Name & Address: Lantronix
15353 Barranca Parkway, Irvine, CA 92618 USA

Declares that the product:
Product Name: Device Server
M odel
Name/Number : MSS-VIA

Conforms to the following standards or other normative documents:
Safety: EN60950:1988+A1, A2

Electromagnetic
Emissions: EN55022: 1998 (CISPR 22, Class A: 1993, A1: 1995, A2: 1996)
IEC 1000-3-2/A14: 2000
IEC 1000-3-3: 1994

Electromagetic
Immunity: EN55024: 1998 Information Technology Equipment-Immunity

Characteristics
IEC 6100-4-2: 1995 Electro-Static Discharge Test
IEC 6100-4-3: 1996 Radiated Immunity Field Test
IEC 6100-4-4: 1995 Electrical Fast Transient Test
IEC 6100-4-5: 1995 Power Supply Surge Test
IEC 6100-4-6: 1996 Conducted Immunity Test
IEC 6100-4-8: 1993 Magnetic Field Test
IEC 6100-4-11: 1994 Voltage Dips & Interrupts Test

(L.V.D. Directive 73/23/EEC)

Supplementary

Information: The product complies with the requirements of the
Low Voltage Directive 72/23/EEC and the EMC Directive 89/336/
EEC.

Manufacturer’s

Contact: Director of Quality Assurance, Lantronix
15353 Barranca Parkway, Irvine, CA 92618 USA

General Tel: 949/453-3990
Fax: 949/453-3995
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